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Dear reader,

Safety, security, danger and risk are phenomena accompanying human communities during all
their development. Related reactions involve the understanding of the mentioned subjects together
with risk prevention and mitigation, preparedness and emergency response. Recent development of
risks including new threats and emerging risks, together with lower societal acceptability of risk in
modern society, have led to increasing demand of research and development in this area to the extent
that the European Union declared security research as priority No 1. Communications, the scientific
letters of Zilina University, follow the pathway of safety and security research by preparing this
special issue dedicated to safety topics in the wide range from basis and principles of scientific dis-
cipline dealing with safety and security through basic research to applied science, development and
practical issues of risk mitigation and emergency preparedness. The choice of topics reflects the
spectrum of activities carried out on the field of security and safety and gives the reader an inter-
esting insight to the development of this scientific orientation.

Pavel Polednak
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1. Introduction

Apart from air pollution caused by exhalations and emissions
from chemical, metallurgical and power generating industries, the
biggest negative impact on the environment is the gradual occu-
pation of land and free area by various construction development
projects. The phenomenon has become extremely important par-
ticularly in connection with the fast development or expansion of
urban agglomerations.

The space under the ground level (apart from extraction of raw
materials) can be used for activities which are difficult to place
and operate on the surface. The reasons may be e.g. technical,
environmental or economic. Underground facilities are often situ-
ated in locations with adverse effects of the natural environment
(aggressive underground water, distorted formations, pressures),
and they are affected by operations in the underground facility and
the time factor.

The processes require regular monitoring and diagnosing of
defects of the underground structures, planning of maintenance and
refurbishments and timely implementation of the planned mea-
sures (cement injections, waterproofing, anchoring, shot-concreting,
safety elements etc.).

Poor maintenance increases risks associated with the operation
of underground structures, such as traffic accident, fire, explosion
etc.

Meanwhile, underground structures are very sensitive to tech-
nology failure as a result of sabotage or terrorist attack with the
potential consequences – endangered lives and health of big numbers
of people and disruption of municipal infrastructure. Underground
structures, particularly line projects, may be for example abused
for distribution (spreading) of dangerous chemical and biological

substances on a large territory of the city. Also an explosion in
a collector may have synergic effects, e.g. derailing of a subway
train etc.

The above-mentioned facts have lead us to identification of
risks and we also clearly recognized opportunities of potential
abuse of some underground structures for spreading of poisonous
agents in the urban agglomeration or direct application of such
substances e.g. in an underground traffic structure.

For this reason we have performed some experiments using
physical modeling and “in-situ” experiments with substitute chem-
ical agents.

2. Determination of risks in underground structures

After the analysis we divided the risks based on association
with:
a) the existence of underground structures,
b) the operation of underground structures, 
c) the human failure of users or operators of underground struc-

tures.

a) Risks associated with the existence of underground structures
The risks are caving and sinking. The factors listed below
increase the mentioned risks:
– effect of underground water (its chemical properties, tem-

perature, flow rate, its effect on the rock, i.e. leaching, water
bearing, swelling; its aggressiveness, i.e. acidity, content of
mineral elements, sulphates, sulphanes, free carbonic acid
etc.),

– the dead weight of lining,
– confining pressure (vertical, lateral, pressure on the stope

bottom, lengthwise),

ALSO THE 4TH DIMENSION OF THE TOWN – ITS UNDERGROUND
STRUCTURES – HAS ITS RISKS
ALSO THE 4TH DIMENSION OF THE TOWN – ITS UNDERGROUND
STRUCTURES – HAS ITS RISKS

Karel Klouda – Stanislav Bradka *

The article is devoted to risk assessment of underground structures from the point of view of their existence, operation and human
failure (of users and/or operators). Two likely instances of their abuse for disseminating poisonous substances in an urban agglomera-
tion are described. Both possibilities have been scrutinized using either physical simulation or an in-situ experiment. The distribution of
agent depending on chosen parameters (agent’s imitation, meteorological conditions, etc.) was verified on Prague’s Old Town Square
model in an aerodynamic tunnel. The in situ experiment with surrogates was performed at underground subway changing station. The
parameters, results of the experiments and conclusions are discussed in detail.
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– loading with buildings and construction objects on the
surface,

– long-term technological loading of underground structures,
– loading generated by operations on the surface,
– seismic effects,
– underground gases,
– underground temperature.

b) Risks associated with the operation of underground structures
b1) traffic line underground structures imply the following risks 
– defect on one car or a railway set,
– traffic accidents with a property damage,
– traffic accident with an injury,
– traffic accident with a fatality,
– local fire,
– large fire,
– poisoning of persons with smoke and toxic products,
– explosion (explosive fire, detonation),
– destruction of building structures (structure collapse),
– burying and caving,
– suffocation of trapped persons,
– injury caused by electric power,
– scalding and burning,
– flooding,
– environment pollution,
– release of toxic substances.

b2) water management line underground structures imply the
following risks 
– pollution, contamination, poisoning of the medium,
– breakdown of the line and release of the medium in the

environment, infection, epidemic,
– drowning.

b3) power engineering line underground structures imply the
following risks
– fire,
– fire with explosion,
– loss of information and communication systems,
– leakage of media from the damaged distribution system,
– destruction of structures (collapse),
– burying and caving,
– injury caused by electric power,
– scalding and burning,
– flooding,
– contamination of air from ventilation shafts.

b4) hall-type underground structures imply the following risks
– fire,
– large scale fire,
– explosion,
– destruction of structures (collapse),
– burying and caving,
– suffocation of trapped persons,
– poisoning of persons with smoke and toxic products
– contamination of the environment.

c) Risks associated with human failure 
Human failure, including accidental or deliberate actions, crim-
inal acts or terrorist attacks imply the following risks 
– violation of occupational safety rules, technical regulations,

operating rules,
– violation of acts,
– civil unrest, occupation of portals, loss of access to the

entries,
– theft, assault, murder,
– planting of an explosive, activation, explosion,
– application of an explosive with a contaminant,
– sabotage in the system,
– application of chemical and biological weapons.

Moreover, we used additional approaches available, i.e. selec-
tion of threats and their classification into those which endanger
underground structures as a whole, those which have no effect on
their safety and those which only affect a specific type of structure
(e.g. an epidemic may endanger the subway operation).

Another potential approach was identification of the so-called
TOP (main, key) events and initiations events (internal and exter-
nal).

The analytic combination of the selected risks and threats and
the identification and evaluation of initiation events allow to perform
a very fast basic safety analysis for underground structures.

Subsequently, we provided examples of a potential abuse of
underground structures and experiments we conducted to mitigate
such threats and their impact. 

3. Example of an Underground Structure abuse for
Spreading of a Poisonous Substance in an Urban
Agglomeration

As mentioned above, line underground structures may be
abused for spreading of dangerous poisonous substances in urban
agglomerations.

a) selection of the poisonous substance and location for the abuse 
The selected substance for model abuse was sarin, i.e. nerve
agent, classified as a chemical weapon. These agents are gener-
ally organic compounds of phosphorus featuring high toxicity
for mammals, fast commencement of effects and penetration
into organism through all portals of entry.
The reasons to select sarin included:
– its relatively simple preparation from available materials

(CH3Cl, AlCl3, PCl3, NaF, SbF3, 2-propanol),
– its higher vapor pressure compared to other nerve agents

(385.7 Pa, 25°),
– its slight odor,
– its latent effect.

We also considered the location for sarin abuse and when and
which method to use to release sarin into the atmosphere. We
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selected the Old Town square (Staroměstské náměstí) during the
striking time of the Astronomical Clock and the method was
spilling or by abuse of outlets of the underground structures under
the square surface. For additional tests in an aerodynamic tunnel
and for the “in-situ“ method it was necessary to find an agent
meeting at least partly the following criteria:
a) similar physical and chemical properties,
b) easy detection (including subjective response to smell or odor

by the experimenting persons),
c) acceptable toxicity and labor safety while working with the

agent,
d) availability (delivery, price).

Based on a comparison of basic physical properties (boiling
point, vapor pressure) with sarin we opted for pentyl-acetate as
a substituent. However, the published dependences of kinematic
and dynamic viscosities and diffusion coefficient on temperature
were not completely identical and therefore we had to use a graph-
ical correlation comparison [1].

b) physical modeling of spreading of hazardous materials (sarin
substituent, propane, aerosol) in the Old Town Square and its
surroundings 
Most human activities (including negative ones) are performed
on the Earth surface surrounded with the so-called atmos-
pheric boundary layer (ABL). Above ABL there is free atmos-
phere and bottom part of ABL is called the surface sublayer. 
The methods for description of flow patterns in ABL and thus
also the spreading of hazardous agents are:
– mathematical modeling,
– physical modeling,
– direct measurement in the field (“in-situ”).

Mathematical modeling consists in numerical solution of
motion equations (non-lineal partial differential equations).

The method is still used particularly in cases with simple geom-
etry – planar or slightly undulated ground. 

The physical modeling is for more complex cases, e.g. for ter-
ritories with a high density of structures (town centers). The method
uses an analogy between flow patterns near the Earth surface and
flow patterns near a wall in a special aerodynamic tunnel. The
model requires development of a suitable geometrically similar
model which forms a tunnel wall. 

Our model of the Old Town Square was based on 45 first line
core buildings and palaces. They were detailed replicas as shown
in Fig. 1, of hardened polypropylene with a coat of façade paint.
The used scale was 1:160. The total model was subsequently
placed in an aerodynamic tunnel in the Institute of Thermome-
chanics of the Academy of Science of the Czech Republic in
Nový Knín.

We modeled spreading of the sarin substituent – pentyl-acetate,
“inert” propane and CO2 aerosol + glycerin.

We selected the following four points in the Old Town Square
as model source points from which the substituent (inert agent,
aerosol) was released into do ABL:
– in front of the town hall tower (Town Hall),
– in Male namesti in front of the U Princů restaurant,
– at the end of Parizska street on the Old Town Square,
– next to the statue of J. Hus.

The point source – was an opening with the diameter of 0.4 cm
at the surface level of the model for propane and aerosol, for pentyl-
acetate we used an evaporation micro-bowl (1.5 x 1.5 cm).

Based on meteorological data about prevailing flow patterns
in Prague 1 we selected the following wind directions:

Fig. 1: Model of the Old Town Square in the aerodynamic tunnel [Source: own]
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– north-west,
– west-north-west,
– west,
– south-west.

An example of results of physical modeling of distribution of
horizontal concentrations of pentyl-acetate and propane in the
west wind from one of the selected points (sources) in the Old
Town is shown in Figure 2.

A comparison of sizes of concentration fields for pentyl-acetate
and propane shows a significant difference. One of the main reasons
is that pentyl-acetate is the so-called active admixture, it is adsorbed
on the model bottom surface and particularly on the walls of
buildings (see the vertical profile or visualization of flow patterns
[2]. Unlike pentyl-acetate, propane is the so-called passive admix-
ture. Based on dimensionless concentrations the measurement
results with propane have been identified as the worst potential
variant of spreading of a hazardous material in the given location.

We used modeling to select a place for the contaminant release
within the square and the wind direction resulting in contamina-
tion of the entire Old Town Square.

Also capillary action of the agent was demonstrated at higher
levels in the buildings compared to the square center (vertical con-
centration profile2). Experimental results from the aerodynamic
tunnel were transformed into the MS Excel format compatible with
geographic information systems (GIS) and they were provided to
the Ministry of Interior of the Czech Republic and to the City
Council of the Capital of Prague. 

4. Example of abuse of Traffic line Underground Struc-
tures (Prague Subway) for spreading of Poisonous
Agents

The Prague subway is a major traffic junction with a high con-
centration of persons and it may be a place potentially endangered

by abuse of poisonous war gases as a result of a criminal or ter-
rorist act. For this reason the Ministry of Interior – General Direc-
torate of Fire Rescue Service of the Czech Republic (GR HZS
CR) strongly focused on this issue. The State Office for Nuclear
Safety focused on one partial problem, i.e. on contamination of the
subway premises and spreading of the contaminant in its premises.

For this purpose we used an “in-situ” experiment, i.e. we
released substituent of the poisonous sarin (pentyl-acetate) in the
area of the subway station “Muzeum”, which is a junction of the
C and A subway lines.

The agent was released on the platform of the “Muzeum” C
station during the operation of subway trains and without opera-
tion of subway trains with winter ventilation (air intake into the
space between stations, air extraction from the station via an
exhaust shaft).

The speed and concentration gradient was determined in 7
measuring points (platform, escalator, corridors, lobby), and the

concentrations were also measured at the exhaust shaft and in the
trains. The spreading results were processed but they are subject
to special confidentiality regulations.

Apart from results of the experiments the report also contains
a description of systems in the Prague subway (e.g. method of ven-
tilation, station dimensions, types of trains, passenger turnover,
time intervals of passenger movement etc.) and a list of factors
affecting the real effects of the poisonous agent:
– spatial layout of the station,
– passability of exits from the stations,
– intensity and direction of flows in the station,
– intensity and direction of air intake from ventilation shafts,
– type of subway trains,
– operating schedule of subway trains,
– quantity of spread poisonous agent,
– toxicity of the poisonous agent,

Fig. 2: Horizontal distribution of concentrations of pentyl-acetate and propane, with the source location in front of the town hall tower
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– method of spreading (evaporation – aerosol, pressure – explo-
sion),

– location from which the poisonous agent is spread,
– chemical and physical properties of the poisonous agent,
– adsorption and condensation of the poisonous agent on con-

struction lining materials in the station (marble, eloxal coated
aluminum),

– adsorption of the poisonous agent on clothes and hair of pas-
sengers and reverse desorption,

– chemical stability of the poisonous agent,
– temperature, pressure, air humidity inside and outside the station,
– concentration (density, turnover) of passengers in the station

premises,
– demographic distribution of passengers in the station premises,
– physical parameters of passengers (body weight, height) in the

station premises,
– psychological parameters of passengers – ability to respond to

the event,
– mob frenzy – suggestion, panic,
– time of problem identification in the station,
– professional approach by the station dispatcher and Integrated

Rescue System elements,
– response time to call help and hand over of qualified informa-

tion (identification of the poisonous agent),
– relative delay of evacuation, decontamination, medical first aid

for the afflicted passengers.

Each factor was analyzed and discussed. In some cases the
analysis was supported with our own experiments, e.g. for adsorp-
tion and desorption of the poisonous agent on the subway station
lining we measured the actual evaporation speed of sarin, depend-
ing on the air flow speed, we measured adsorption on different
types of clothes etc. 

5. Conclusion

Without the use of underground premises it is impossible to
address some transport and infrastructural needs in many urban
agglomerations.

However, the underground structures shall be resistant to neg-
ative effects of the natural environment, they are influenced by the
operation, they represent a weak point for technology failure, sab-
otage or terrorist attack.

We determined risks to which the underground structures are
exposed, selected threats and identified internal and external ini-
tiation events.

The purpose of the performed experiment on the Old Town
Square model in the aerodynamic tunnel was to demonstrate the
importance of physical modeling in urban agglomerations. The
results obtained from this exposed location may contribute to better
orientation of rescue service elements in case of an extraordinary
event.

The “in-situ” experiments in the junction station of the Prague
subway were very demanding in terms of organization. The spread-
ing of the substituent of poisonous agent proved to be dramati-
cally different with passing trains in the station and without the
trains. One of the findings critical for safety was that if the trains
are stopped from passing the deeper station premises will not be
endangered by contamination (release of agent in the upper
station).
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1. Introduction

Storage tanks are one of the most common types of techno-
logical units. They are often located in large industrial areas in the
section with other storage equipment or in the close proximity of
the different installations containing hazardous chemicals. It’s not
an exception that the large flammable liquid (especially crude oil)
storage tanks with the volume capacity more than 100,000 cubic
meters are constructed all over the world. Therefore the accidents
in storage tank farms are associated with the strong potential to
cause the domino effects and major loss. The historical experience
with the accidents in Czechowice (1971), Litvínov (1996) described
in [1] and more recently the lessons learned from Buncefield
(2005) have confirmed that fires in storage tank farms can result
in prolonged emergency situation and severe threats for emergency
responders, neighbouring population and the environment. The
industrial fires are generally coupled with the dangerous effects
thermal radiation, the huge production of smoke (soot particles).
In specific cases, the tank fire can be accompanied by boilover
phenomenon. 

2. Statistical review

Emergency response planning and preparedness for such com-
plicated events requires reliable information concerning the acci-
dental phenomena and their dangerous effects. The LASTFIRE
project maps the fires of atmospheric open top floating roof tanks
with large diameter (greater than 40 m). During the period of
1981–1995, 55 fires occurred on 2402 tanks observed for the sum
of 33,909 tanks a year. 52 out of 55 fires represent the rim seal fires,
full surface fire following the sinking of the roof was reported only
in one case [2]. Chang and Lin [3] reviewed 207 flammable liquid
tank fires in the period of 1960–2003 of which 66 represent the
crude oil tank fires. The frequency of floating roof storage tank
fires in Europe was statistically estimated to be about 1�10�3 per

tank a year for rim seal fires. More severe tank fires are expected
to occur in order of 3�10�5 per tank a year [3]. Tank fire study
of Persson & Lonnermark [1] reported 20 cases of boilover (14 of
these in the crude oil tanks) during the period of 1951–2003.

3. Modelling as a tool to support emergency
preparedness

From the above stated data we can say that the industrial fires
of large extent are relatively rare and the majority of fire fighters
and emergency responders face up to this kind of situation once
or a few times of their professional carrier. Scientific knowledge
about this phenomenon is based mainly on the results of experi-
mental observations and the mathematical modelling performed
in different scales from the micro-scale laboratory studies to real-
scale fire measurements and testing. Hence, the modelling and
simulation of dangerous phenomena is an important tool to support
decision making in the context of the emergency planning and to
improve the tactical preparedness of emergency responders. As
a first step needed to set up the efficient emergency plan the selec-
tion of relevant accidental scenario should be carried out before
the model of given case of interest is employed. The plenty of risk
analysis methods useful for this purpose exist, varying from fully
qualitative and deterministic methods (e.g. expert judgement, pre-
selected event checklist analysis) to quantitative and probabilistic
approaches described extensively in [4, 5].

Recently available ARAMIS methodology [6] represents the
alternative semi-quantitative approach to this step of risk analysis.
Applicability of “Methodology for the Identification of Major
Accident Hazards” (MIMAH) and “Methodology for the Identifi-
cation of Reference Accident Scenarios” (MIRAS) published by
Delvosalle et al. [6, 7] was examined by several case studies per-
formed across Europe [8].
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ronment as it was observed in the case of Buncefield (2005). The numerical modelling of dangerous phenomena is an important tool
to support emergency planning for such complicated events. For this purpose, the case study in crude oil tank farm involving selection
of reference accident scenario, CFD simulation of tank fire and prediction of delay to boilover was performed. The results were used to
review the existing emergency plans and to enhance the tactical preparedness of emergency responders.

* Vaclav Nevrly1,2, Petr Bitala1, Petra Nevrla1, Michal Strizik1,2

1VSB - Technical University of Ostrava, Faculty of Safety Engineering, Ostrava-Vyskovice, Czech Republic, E-mail: vaclav.nevrly@vsb.cz
2Institute of Thermomechanics, Academy of Science of the Czech Republic, Prague, Czech Republic



11K O M U N I K Á C I E  /  C O M M U N I C A T I O N S    1 / 2 0 0 8   �

4. Reference Accident Scenario selection

Above mentioned methodologies (MIMAH and MIRAS),
based on combined Fault Tree Analysis (FTA) and Event Tree
Analysis (ETA) were employed to perform the initial phase of the
case study in a real crude oil tank farm. This tank farm consists of
18 atmospheric open top floating roof crude oil storage tanks and
related equipment and infrastructure. The whole tank farm was
analysed in five individual sections:
– Storage tanks
– Input and output pipes to storage tanks
– Pipe corridor
– Pump stations
– Pipeline receiving and measuring unit

As the result of MIMAH and MIRAS methodology 25 most
dangerous phenomena were selected based on matrixes for each
section of the tank farm. These were summarized in 12 represen-
tative scenarios (RAS). The original criterion for selection of Refer-
ence Accidental Scenario (RAS) proposed by ARAMIS methodo-
logy was modified in order to reduce the number of considered
scenario to a reasonable value. Although the wide variety of acci-
dental events (e.g. spills or ruptures on pipes, flange fires, flash
fires and vapour cloud explosions) could be considered for the
above mentioned tank farm, only the selected scenarios are con-
sequently used to estimate the risks (by detailed risk assessment
methodology) as well as to give the preliminary list of emergency
situations, which should be taken into account. But as the worst
case scenario approach is commonly applied in the framework of
emergency response planning, the full surface tank fire is often
considered as the typical accidental scenario for tank farms.

5. Dangerous effects of storage tank fires

The tank fire is the specific case of pool fire and for the open
floating roof tanks the tank fires are only associated with the col-
lapsed or sunken floating roof and following ignition of flamma-
ble liquid (crude oil) pool formed within the tank shell. The
turbulent diffusion flames characteristic for large hydrocarbon
pool fires (tank fires respectively) represent very complex system
involving tightly coupled phenomena of fluid dynamics, heat trans-
fer and chemical reactions. The mechanisms such as air entrain-
ment, combustion, and soot/smoke formation have a first-order
effect on the local temperatures and radiative transport proper-
ties. Underlying these mechanisms is the turbulent fluid motion
that creates, and responds to the large temporal and spatial fluc-
tuations [9].

The hazards associated with such fires then occur on two sep-
arated length scales. Near the fire, over distances comparable to
the flame length, the radiant energy flux can be sufficiently high
to threaten both the structural integrity of neighbouring structures
and equipment and physical safety of firefighters and plant per-
sonnel. At much greater distances, typically several times the plume
stabilisation height in the atmosphere, the smoke and gaseous
products generated by the fire can reach the ground in concen-
trations that may be unacceptable for environmental reasons [10].
The phenomenon of smoke plume was extensively studied in the
context of in-situ burning of oil spills [11]. Remote-sensing (UV
spectroscopic) measurements performed during Buncefield fire in
December 2005 revealed elevated trace gas concentrations of SO2

(70 ppbv), NO2 (140 ppbv), HONO (20 ppbv), HCHO (160 ppbv)
and CS2 (40 ppbv) [12].
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The special type of hazard associated with the crude oil tank
fires is the formation of heat wave (hot zone) which propagates
due to distillation process towards the tank bottom. In the case of
prolonged tank fire consequent boilover phenomenon can occur.
Boilover is a dangerous accidental phenomenon, which can lead to
serious injuries to emergency responders. The boilover can occur
several hours after the ignition of tank fire. The delay time is an
unknown parameter of strong importance when managing the emer-
gency response operations in oil tank farms. Hot zone formation
and propagating process is the principal aspect of boilover phe-
nomenon, which was experimentally studied in small and medium
scales [13–15].

These experiments confirmed that several conditions and para-
meters of flammable liquid should be satisfied to enable occur-
rence of boilover after the prolonged tank fire. These parameters
are mainly the range of boiling temperatures of the mixture com-
ponents and viscosity. By the simplified way we can define that
boilover can occur only in viscous flammable liquid mixtures with
the mean boiling point above 120 °C and with wide distillation
range. Three stages of boilover propagation are distinguished by
Fan et al. [13] namely the:
– Quasi-steady period – the flame height is rather small and com-

bustion is stable
– Boilover premonitory period – the flame height is fluctuating,

caused by the water boiling on the fuel-water interface, emitting
a ‘crackling’ sound

– Boilover period – the flame height increases quickly to the
highest point and burning fuel is sprayed out of the tank

6. Approaches to large storage tank fire modelling

Mathematical modelling and simulation of dangerous phenom-
ena allows us to determine desired characteristic features of assessed
scenario and to prepare the corresponding safety measures. For
emergency response planning and scenario-based training the threat
zones (safe distances respectively) need to be estimated for selected
scenario and different conditions (e.g. meteorological and tech-
nological) based on state-of-the-art modelling tools.

According to [16] the mathematical tools for predicting the
radiative heat flux at the tank surroundings can be dividend broadly
into three classes:
– Semi-empirical (point source and solid flame) models
– Field models
– Integral models

Point source semi-empirical models simplify the flame as
a source term of radiative heat flux to be a single point usually
located in the middle of the flame height. The fraction of heat of
combustion, which is emitted from this point, is related on prop-
erties of fuel (sooting tendency) and diameter of the fire. These
models over-estimate the heat radiation flux near the source, thus
it should be used only for distances from the flame as far as approx-
imately five pool (tank) diameters.

Solid flame models assume the flame as a surface emitter of
heat radiation. This assumption can be enhanced by dividing the
flame into two parts; first clear, strongly radiating lower part and
second obscured by the layer of smoke soot particles which absorb
the huge part of the incident heat radiation. Further refinement of
this schema is possible to capture this characteristic feature of
large scale hydrocarbons fires.

As the semi-empirical models are relatively simple to under-
stand and readily embodied in simple computer programs they are
ideally suitable for routine risk assessment purposes. Moreover
they provide relatively reliable (experimentally verified) prediction
for low computational cost (available as on-line calculation tools).

Field models are based on numerical solution of balance
equations for mass, momentum, species, energy and other desired
variables in the computational domain divided into plenty of grid
cells. Computational Fluid Dynamics (CFD) tools used to solve
system of partial differential equations (PDE’s) for turbulent flows
represent mathematically complex tools with the pronounced
requirements for computational time and hardware instrumenta-
tion. To carry out the phenomenon of tank fire, which can be
described as buoyancy driven turbulent flow involving chemical
reactions, several assumptions and sub-models need to be add to
this system of equation.

Integral models were developed as the compromise between
the field models and semi-empirical models. They are formulated
in the similar way as the above-mentioned CFD models. Integral
models are based on solution of conservation equations for mass,
momentum and scalar variables in chemically inert or reactive
flows. These equations are expressed in the integral form assuming
the statistical similarity of variations of variables flow and combus-
tion in the direction normal to flame axe. Thus the partial differ-
ential equations (PDE’s) solved by the field models are integrated
and reduced to form the ordinary differential equations (ODE’s).

Unfortunately, the semi-empirical models implemented in stan-
dard computational tools for accidental scenario assessment are
suitable for on-land or on-water pool fires rather than for large
storage tank fires. These fires are specific by their exceptional

a) b) c) 

Fig. 2 The schematic typology of semi-empirical tank fire models 
(radiative source term assumptions modified after McGrattan at al.

[19]); point source model a); solid flame (surface emitter) conventio-
nal model b); solid f lame (surface emitter) modified model c)
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dimensions (diameter up to 100 meters) and disposition (base of
the flames about 20 meters above ground). To involve the effect
of tank height, the calculation algorithm had to be partly modified
(in order to correct the view factor). Also there is considerable
lack of experimental data for such a large scale of fires to set up
and validate the empirical correlations. For these reasons the CFD
(field) modelling of full surface tank fire was performed.

7. CFD simulation of crude oil tank fire

The Fire Dynamics Simulator (FDS, version 4.0 described in
details in [17]) developed by NIST (National Institute of Stan-
dards and Technology) was used to determine the safe distances1)

for fire fighters (based on heat flux levels in the tank surround-
ings) and to estimate the smoke plume movement in the different
atmospheric conditions. The computational domain selected for
simulation involves 4 crude oil storage tank (white objects) and
fire fighting water reservoir (grey object) which represent the local
geometry, see Fig. 3 a). As FDS 4.0 supports only the rectangular
grid the entire volume of computational domain was divided into
uniform grid consisting of 80 � 100 � 60 cubes with 4 meters
side. All of the objects are specified as groups of rectangles fitted
to this grid. The diameter of each tank is 84 m, the height 24 m.

The fire was defined on the roof of one crude oil tank. The
grid resolution used for these simulations is consistent with the
proposal given by Ma and Quintiere [18]. By their results FDS
simulation data were found to fit well with empirical correlation
for grid size equal to the characteristic length of the fire divided
by twenty. The fire was assumed to burn with the heat release rate
of 1900 kW.m�2, which is equivalent to mass burning rate of

0.045 kg.m�2s�1 and heat of combustion of 42,600 kJ.kg�1 (the
data adopted from [19]).

The stoichiometric coefficients for the fuel, oxygen and burned
gases were set to be that of propane and 13 % of the fuel was esti-
mated to convert into the solid soot particles (in agreement with
[20]). The local radiative fraction was determined as the default
value, 35 %. Thus, approximately a third of released energy is
emitted as thermal radiation. As the thermal radiation penetrates
the thick layer of smoke and combustion products, the fraction of
this energy is reabsorbed by the burned gas molecules and soot par-
ticles. Therefore the effective radiative fraction was found to give
much lower values (by the conclusions of Baum [10] about 6 %).
The above-described phenomenon is often called the smoke block-
age effect, see Fig. 3b).

The results of simulation (both the instantaneous and tempo-
rally averaged data) confirmed that for the given accidental sce-
nario relatively low radiative flux intensities can be expected for
low speed wind conditions. As the wind speed augments, the flame
is more and more tilted and heat flux in the downwind direction
becomes dangerous for exposed personnel and equipment, see
Fig. 4. Due to possible fluctuations of wind direction the both
neighbouring tanks should be cooled by the installed water curtain
system to avoid the fire escalation although this scenario is of very
limited probability.

8. Boilover phenomenon modelling

As the boilover is the phenomenon, which can cause very
serious consequences, the mathematical model was used to esti-

1) The different data are available for human vulnerability to heat radiation. Commonly the heat flux values in range between 1.5 kW.m-2 and 2.0 kW.m-2

are recognised as threshold limit for long-term exposition without irreversible effects.

Fig. 3 Computational domain (x = 320 m, y = 400 m, z = 240 m) used for CFD large eddy simulation a); 
and the instantaneous screenshot from simulation of tank fire b)
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mate the time delay to boilover which should be understood as the
time available for emergency response on site. The model is based
on model previously published by Broeckmann [14]. Due to lack
of available data for different crude oils the model was simplified
to obtain the value of hot zone expansion rate, vHZ , only from dis-
tillation curves, densities and basic thermodynamic properties
known for a given crude oil, see equation (1). 

Here ΦR is the radiation feedback (W.m�2), ρ is the density
of crude oil (kg.m�3) and cp is heat capacity of the crude oil 
(J.kg�1.K�1) and ΔHv,Tb the heat of vaporisation at the boiling
point (J.kg�1). Temperatures needed for calculation are as follows;
T0 is the storage temperature of crude oil (K), THZ is the esti-
mated hot zone temperature (K) and is mean boiling point of
crude oil (K). Vaporized fractions XTHZ are determined from the
known distillation curve for estimated range of temperatures THZ.
The present model describes the heat wave propagation (hot
zone expansion rate), which is the principal aspect of the boilover
phenomenon, in a very simplified manner. The following set of
hot zone expansion rates, see Tab. 1, was calculated for three rep-
resentative types of crude oil. The data in the third column are the
conservative values recommended for emergency planning pur-
poses.

These values are in agreement with the previously published
sets of data but it should be pointed out that this model is not
approved by practical experiments or more detail computational
analysis. As this model gives only the approximate results, it is

Tb

necessary to pay attention to the effects which occur during the
preliminary phase of boilover. Mainly the sounds coming from the
micro-explosions in the tank should serve as the last warning for
the present emergency responders. Nevertheless, it should be
pointed out that in several boilover experiments no sounds appeared
before boilover period.

9. Conclusion

The case study involving CFD simulation of tank fire was per-
formed to support the emergency planning and tactical preparedness
for major accidents in crude oil storage tank farm. Methodologi-
cal approach employed in the framework of this study consists of:

Fig. 4 Instantaneous heat f lux profiles at ground level under different atmospheric conditions; plot of 2 kW.m�2 isocontours (black coloured)
for a wind speed of 5 m/s in the height 3 m above the ground  a); and plot of 1.78 kW.m�2 isocontours (black coloured) for a wind speed of

1 m/s in the height of 3 m above the ground b)
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Recommended
values vHZ ,

Light crude oil Saharan Blend
(Algiers)

10 – 17 mm/min 20 mm/min

Medium crude oil Flotta
Blend (North Sea)

8 – 13 mm/min 15 mm/min

Heavy crude oil Basrah
Heavy (Iraq)

6 – 8.5 mm/min 10 mm/min

Calculated and recommended values of hot zone Table 1
expansion rate for three crude oils.
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– selection of relevant accidental scenario
– modelling and simulation of selected dangerous phenomena
– scenario-based emergency response training

Although the results of numerical simulation and modelling
of accidental events are inherently coupled with different uncer-
tainties there are many important qualitative features of dangerous
effects which can be demonstrated by these tools. This theoretical
knowledge needs to be understood as the supplement to practical
training and fire fighting simulations. The periodically repeated
sequence of all above-mentioned steps creates the main pillar of
efficient emergency preparedness for industrial accidents.
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1. The Reality of Recycling End-of-Life vehicles (ELV)

After years of debate between the car manufacturers and gov-
ernment officials, the End-of-Life Directive 2000/53/EC from the
European commission was published in October 2000, combining
requirements for the European Member States (e.g. recycling limits
to be met as from 1st January 2006, collection of ELV´s), require-
ments for vehicle manufacturers (e.g. reduction of heavy metals as
from 1st July 2003, availability of relevant information) as well as
obliging the European Commission itself to amend existing Euro-
pean legislation (Whole Vehicle Type Approval: recyclability cal-
culation). The End-of-Life Directive was implemented in Slovakian
legislation by adoption of directive no. 125/2004. In order to meet
all these requirements, close cooperation of all involved stakehold-
ers is a must considering the “cradle to grave” philosophy. [1]

European member states had the obligation to implement the
requirements of the ELV Directive into their national laws by 21st

April 2002, however, some countries took up to Spring 2005. The
EU ELV Directive also left the possibility to each of these member
states how to arrange their national procedures for collection and
treatment of ELV´s; moreover, the member states were allowed to
apply stricter measures (e.g. The Netherlands – which requires a 95%
recycling target for 2007 instead of 2015). Harmonization through-
out Europe is also not supported by the fact that enforcement
mechanisms vary between countries, states (e.g. Germany) and
sometimes even regions (e.g. Belgium).

Meeting the recycling and recovery target as set by the EU
ELV Directive is an issue for the European member state authori-
ties; however they will have to rely on data gathered via various
economic operators and according to the procedures from each

member states. Here again an example that not the same data will
be collected/required and thus could result in not the correct results
when following the UE Commission Decision 2005/293/EC which
sets out the rules on monitoring the reuse/recycling and reuse/
recovery targets.

2. ELVs: A Valuable Source of Raw Materials

End-of–life vehicles present a valuable source or raw materi-
als (table 1, figure 1) with a wealth of potential, which can be after
appropriate selection and further processing used as input for
further production. [4]

The changing automotive material mix over the past fifteen
years and evolutionary technology trends for the future relative to
automobile architecture for improved safety and environmental
performance have and will continue to increase the recycling tech-
nical challenge.

LIFE CYCLE ASSESSMENT AS A TOOL OF ENVIRONMENTAL
SAFETY IN CAR RECYCLING
LIFE CYCLE ASSESSMENT AS A TOOL OF ENVIRONMENTAL
SAFETY IN CAR RECYCLING
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3. Improvement of Environmental Safety of Motor
Vehicles

In order to provide society with products that help promote
the protection of the environment and the conservation of resources,
manufacturers have to adopt some basic guidelines in the conduct
of their activities. These activities can be summarised in following
four points:

1. Manufacturers will make comprehensive assessments of the
environmental impact of the vehicles they produce, beginning
at the vehicle development stage, in their effort to provide
automobiles that are more environmentally friendly. In the
manufacturing process, too, they will strive to develop cleaner
production technologies.

2. Manufacturers will seek to establish a recycling-based infra-
structure for automobiles to help promote environmental pro-
tection.

3. On a global scale and through international cooperation, man-
ufacturers will strive for increased environmental protection
through the application of appropriate technologies and their
own expertise.

4. Manufacturers will, in addition, promote internal organizational
systems that allow for appropriate and timely action in response
to all environmental issues related to motor vehicles.

The objective is to use life cycle analysis to assess the envi-
ronmental impacts of various mechanical separation technologies
and alternative end-of-life recycling technologies. This information
will then be used to create a flexible, computerized life-cycle inven-
tory model, which is process-specific and yet can be modified to
include additional recycling technologies and various material
inputs.

4. Vehicle design and Development using LCA
Methods

During the past two decades, a process called the life cycle
assessment was developed that tried to make consistent and objec-
tive environmental assessments. Recently the LCA is a potentially
powerful tool which can assist regulators to formulate environmen-
tal legislation, help manufacturers analyse their processes and
improve their products, and perhaps enable consumers to make
more informed choices. Like most tools, it must be correctly used,
however.

Focusing on every stage of the life cycle of their products,
manufacturers aim to reduce the environmental impact of motor
vehicles. By application of the life cycle analysis (LCA) methods,
manufacturers are making increased efforts to develop new,
advanced technologies that will also satisfy important criteria in
the areas of safety reliability, convenience and comfort.

The LCA methods are drawing more and more attention around
the world as a means of quantitatively assessing the environmental
impact of a product throughout its life cycle – from the develop-
ment of raw materials and parts production through assembly,
delivery, and use of the product in the market throughout the
service stage, to the recycling of used components. Moreover, the
International Organization for Standardization has established
standards for the LCA (ISO 14 04X). [2]

However, numerous problems remain in the application of the
LCA methods to the production, use and recycling of automo-
biles, owing to the fact that most vehicles are composed of at least
twenty to thirty thousand parts. Stages of the Life cycle of motor
vehicles is demonstrated in figure 2.

In cases where contrary environmental goals exist the Life
Cycle Assessment recommends the alternative that ensures the
better overall environmental improvements. Therefore several studies
were carried out on the dismantling and recycling process. These
studies suggest certain life cycle aspects of different materials,
constructions and drive systems.

Materials Percentage Weight [kg/car]

Polymer 11.4 116

Aluminium 8.9 91

Copper 2.2 22

Lead 1.5 15

Zinc 1 110

Iron 11 113

Steel 43. 3 442

Glass 3.7 38

Rubber 6 61

Grease 7.9 81

Others 3.1 32

Total 100 % 1021 kg

Vehicle  
Production   

Stage 

Recycling   
Stage 

Material  
Production  

Stage 

Delivery  
Stage 

Use  
and  

Service  
Stage 

Life Cycle of 
Automobiles 

Fig. 2 Stages of Life Cycle of motor vehicles

Car materials Tab. 1
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All these studies showed that in comparison to production
and use phase, recycling and disposal have only little impact on the
overall environmental performance. [6] The main environmental
aspects for recycling and recovery are the avoidance of landfill
and the replacement of primary resources.

Both are common practice for all metals used. For plastics
and other organic materials we’ve learned from external studies [7],
that every option which leads to a replacement of primary (fossil)
resources is nearly equal from an environmental point of view.
The studies pointed out that mechanical recycling, energy recov-
ery and feedstock recycling provides equal environmental perfor-
mance. In short terms: there is no environmental waste hierarchy
detectable for automotive wastes. On the other hand studies show
that the economic burdens for dismantling and mechanical recy-
cling, depending on the type of component, is at least twice up to
14 times higher than the expenses for post shredder recovery
options. The main reasons for this are found in time consuming
dismantling, high processing costs and additional logistics. 

The conclusion from a life cycle perspective is not to focus on
a very specific recycling methodology that might have slight advan-
tages but to widen the scope of technologies applied for end-of-life
vehicle recycling in general. Consequently, end-of-life vehicle recy-
cling should not be focused on material recycling but must include
feedstock recycling as well as other technologies able to replace
primary resources. [5] These technologies can treat the entire
waste stream or a major part of it and thus will provide a wider
benefit to end-of-life vehicle recycling than a material recycling
focussing on pure polymers only. In short term:
– the Life Cycle Assessment is a valuable tool for a holistic

assessment of the environmental performance of components.
– A number of the Life Cycle Assessment case studies demonstrated

that the environmental differences of the different options to
treat non metal waste streams (e.g. material recycling, feedstock
recycling, energy recovery) is little or negligible for end-of-life
vehicles. Consequently no justification for an artificial waste
hierarchy was found.

– In particular for complex and long life products like automobiles
the results of the Life Cycle Assessment suggest a holistic
approach taking into account all environmentally relevant life
cycle stages rather than focussing on a specific life stages only.

– The use of the Life Cycle Assessment during product design in
particular for conceptual decisions is a useful instrument to
ensure that the environmental impact over the entire life cycle is
taken into account. This will prevent different life cycle aspects
being overrated wile others may be impaired.

5. Conclusions

The LCAs might be conducted by an automobile production
to enable it to identify areas where improvements can be made, in
environmental terms. Alternatively the LCA may be intended to
provide environmental data for the public or for government. In
recent years, a number of major companies have cited the LCAs
in their marketing and advertising, to support claims that their
products are 'environmentally friendly' or even 'environmentally
superior' to those of their rivals. Many of these claims have been
successfully challenged by environmental groups.

All products have some impact on the environment. Since some
products use more resources, cause more pollution or generate
more waste than others, the aim is to identify those, which are
most harmful.

Even for those products whose environmental burdens are rel-
atively low, the LCA should help to identify those stages in pro-
duction processes and in use which cause or have the potential to
cause pollution, and those which have a heavy material or energy
demand.

Breaking down the manufacturing process into such a fine
detail can also be an aid to identifying the use of scarce resources,
showing where a more sustainable product could be substituted.

Since the disclosure of the EU directive on end-of-life vehicles
a number of relevant developments can be recognised. In the past
the recycling hierarchy was seen as the ecological guideline. [3]
Based on this perception manual dismantling of plastic compo-
nents was seen as a prerequisite. However, the latest results of Life
Cycle Assessment case studies suggest a more holistic approach
on environmental targets.

This should trigger a reconsideration of the basic demands
and strategies for end-of-life vehicle recycling in the future as well
as a discussion on the implementation of these requirements in
product design and recycling processes in the member states.

The presented results are part of solution of the project KEGA
no. 3/3155/05, solved at the Department of Environmental Studies
and Process Management, Faculty of Mechanical Engineering at
the Technical University of Košice.
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1. Introduction

Risks are inherent parts of our world and lives and we deal
with them in our everyday live regularly, often intuitively without
awareness that what we are doing is the risk analysis and man-
agement. Examples are the crossing of a street in traffic, antivirus
software use, preventive health care or contraception and we can
find thousands of others.

The expression “risk” is used in many domains and in many
more or less different meanings. In the domain of natural and
technological disasters, the definition of risk as a combination of
uncertainty and effect is used the most frequently. To control and
to communicate risks, we need common understanding of some
expressions and relations and also the understanding of the process
of risk analysis and related risk management. In the following
paragraphs we will explain the basic terms and principles.

2. Theory of risk as a process

First important understanding is the fact that risk is the
process and that it contains the flux of danger. Schematically is
this situation drawn in Fig. 1, where the model of risk developed
by a MADS-MOSAR expert group [1,2] is presented. 

The expression “danger” is a little bit ambiguous and can reflect
either “an exposure or vulnerability to harm or risk” (process) or
“a source or an instance of risk or peril” (internal property). Impor-
tant for the risk as a process is that we always have three key parts
of it – source of danger, flux of danger and target system.

The source of danger [1] is composed of a system which con-
tains internal energy or capacity to cause damage (impact). Gen-
erally, it is the system different from the target one, but in some
cases, the source of danger and target systems can be identical;
the energy sector is one of the examples, because the energy trans-
mitted or generated can destroy the equipment of transmission or
generation. Dangerousness is an internal property of the system
and it usually cannot be separated or eliminated without a sub-
stantial change of the system. On the other hand, the dangerous-
ness (danger) can be controlled and the risk managed in this way.
An example is a sharply charged revolver. Its dangerousness as
a capacity (energy involved) able to cause damage is the same in
the case that we have it closed in a safety box as in the case that it
is uncontrolled in a children's playroom. The risk is visibly differ-
ent and what differs is the management of risk.

The f lux of danger [2] is caused in one of the following ways:
� Flux of energy (heat, radiation, lightening, electric power, laser…) 
� Movement of physical objects (means of transport, rotating parts

of machines, fragments, water, falling structures…)
� Flux of information (data, signals, remote control…) 

An important notice is that all risks are accompanied by some
type of flux of danger, usually in chain. The break of this chain by
safety barriers is the basic principle of safety. 

The target system is what is influenced negatively by flux of
danger and what suffers from the impact. Sometimes it is not easy
to define properly the target system because of further indirect

RISK ANALYSIS – GENERAL APPROACHRISK ANALYSIS – GENERAL APPROACH

Pavel Danihelka – Pavel Polednak *

Motto: Zero risk does not exist

The article deals with a general theory of risk analysis and corresponding risk management and provides the overview of the
systematic method of risk analysis based on the MA DS-MOSA R concept. Risk is represented as a flux of danger and typology of sources
of danger, f lux mechanism and potential targets are described. Quantification of risk is done as a combination of uncertainty and impact
of an unwanted event and risk management is based on safety barriers introduction to overall process described by combination of FTA
and ETA , so called “bow-tie diagram”.
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Fig. 1 Risk as a process involving the f lux of danger [1, 2]
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consequences. In the model case – energy transmission system
(TSO – Transmission System Operation), the direct consequence
is for the blackout, but the real impact is the break of operation of
industry and infrastructures, societal discomfort and turbulence
and for the TSO, the loss of image, commercial impact and even
stricter regulations from the government side. Generally, the sec-
ondary impacts are much more serious than primary ones; in

process industry the difference is estimated to be 3 to 100 times
more. 

For the TSO, we generally have four types of target systems: 
� Functioning of the TSO – transmission of energy according to

demands. It is inherently linked to other systems
� Human lives, health and well-being
� Property and equipment
� Environment 

In other systems, for example in chemical process industry,
targets are similar [4]. 

The simplified example is in Fig. 2, describing the risk caused
by fall of an unstable boulder. 

3. Risk analysis principles

To efficiently face the risk, we need to identify and to under-
stand the risk and its importance because we cannot successfully
prevent unknown risk. From this reason, the risk analysis is crucial
part of continuity business management and it is usually directly
linked to risk management. The risk analysis and management
process always contains certain steps which make the process of
risk analysis systematic; nevertheless, we sometimes find only the
part of this process which poses to be full risk analysis.

Systematic risk analysis consists of the following steps: 

Fig. 2 Model of uncontrolled risk. Small initial event, e.g. the shock
or pressure from left side, can move the shoulder to unstable

position, trigger the f lux of danger (potential energy of shoulder is
changing to kinetic one and boulder moves) and the inertia of
boulder destroys target systems (house, man and environment)

Fig. 3 Process of risk analysis and management



22 � K O M U N I K Á C I E  /  C O M M U N I C A T I O N S    1 / 2 0 0 8

Before risk analysis, it is necessary to define the system which
will be analyzed and to divide it into sub-systems. The reason for
this step is that the analyzed system is usually too complex to be
understood in one simple step. The division should be made either
according to physical boundaries or according to the function of
sub-systems. It is envisaged to always define as one subsystem
environment and as another (but separated from technical equip-
ment) operators. The reason is that environment phenomena and
human errors are the most frequent causes of accidents. 

Selection of sources of danger is a crucial part of risk analy-
sis. When searching for them, the experience of personnel as well
as imagination is important. What should not be neglected is the
possibility of so called domino effect, where the series of events
represented by flux of dangers happen and the original small initial
event develops to disaster. The schematic view of domino effect is
in Fig. 4:

Scenarios proposal is the second step of risk analysis and all
important scenarios should be involved and evaluated. This step is
imagination-demanding and what is important, is that all the phases
of the life-cycle of installation must be considered. Frequent sources
and periods of accident are start-up and shut-down procedures,
maintenance, reparations and changes in concept or even disman-
tling of facility. In the preliminary step, all plausible scenarios should
be studied, but only a reasonably low number of generalized ones
(few tens at maximum) should rest to the end of the risk analysis
process. The main obstacle of this step is the neglect of some
important scenarios and often, the human factor reliability or envi-
ronmental forces are underestimated. There are several tools to
help find relevant scenarios and their detailed description is beyond

the scope of this document. A general condition is that the sce-
nario is a model of reality; we expect certain behavior of the system
under study and evaluate them. Sometimes, we meet the opinion
that a certain scenario cannot happen. This conclusion is wrong
in all cases when the scenario is physically possible; in such a sit-
uation, this is only a question of higher or lower probability.

Risk assessment is based on the evaluation of two components,
uncertainty and impact. As both of them may be quantified, the
risk is quantifiable as well. A usual form of the expression of risks
is the risk matrix: 

Each scenario has certain probability or frequency and it creates
a certain level of impact, so the corresponding risk can be located
in the matrix. When the risk matrix is prepared, the following prin-
ciples are recommended: 
� Axis scales should be logarithmic or correspond to multiplica-

tion, not addition. The example is in frequency expressed as 10�2,
10�3, 10�4/year. Axes can be semi- quantitative, it means that
the levels like “frequent” or “extremely rare” can be used, but
the consensus what it means is necessary. 

� The number of levels is 3 – 6, we are rarely able really differ in
a more detailed scale because of uncertainty of the datas avai-
lable.

� Top management decision is necessary to set-up scales and
acceptability of risk. When acceptability is discussed, keep in
mind that large (even supposed) distance in time or space shift
psychologically risks to an acceptable area and risk are unde-
restimated by top management. Examples are frequent, the most
significant being Challenger [5] or Chernobyl [6] disasters.

� All risks should be presented in one matrix, despite of the type
of impact. Such “harmonization of scales” among others clearly
declares the value scale of top management

� The scales of values and acceptability of the risk should be
decided before the analyses are done, otherwise we risk that the
scales will be distorted to fit an optimistic view.

4. Risk management

The risk matrix is a basic tool of risk analysis and manage-
ment. Scenarios (risks), which are in a non-acceptable area, should
be managed immediately but also risks in an acceptable area can
be managed voluntary. The decrease of risk is done by decreasing
the impact or decreasing probability of an event or both. 

The moment where risk analysis comes to risk management is
the Goals Setting. In the simplified form, the goal setting is the
decision to decrease risks to an acceptable level in a decided time-
frame. When managing risk, we attempt either to remove or to
decrease the source of the risk or we attempt to put barriers to
some steps of the scenario. Again, in a schematic simplified form,
the setting of barriers is represented in Fig. 6

The principles described in Fig. 6 are general and can be
applied in various ways, nevertheless it is not recommendable to
rely on a single barrier because any of them may fail. As the result,

Fig. 4 Domino effect

Fig. 5 Risk matrix 
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so called Ementhal cheese principle is applied. Safety barriers are
like slices of Ementhal and protected with some gaps only. If
throws are in the same positions at all slices, it means in align-
ment, Ementhal cheese barriers do not protect, the event will hit
the target. So we need more than one barrier and to organize them
so that no series of throws will lead directly to the target.

When considering the barriers, two main types are used, tech-
nical barriers and human (organizational) ones. Technical barri-

ers, both well active and passive, are generally more reliable but
always the use of some organizational barriers are envisaged from
two principal reasons: Firstly, technical barriers have no imagina-
tion and creativity so they only function for the the situation they
were designed for; human barriers are more flexible and creative.
Secondly, the safety based on technical barriers creates the false
feeling of perfect safety and people tend to sub-estimate risks and
to neglect safety measures and behavior. An example can be found
in the countries of Central and Eastern Europe in the early 90's,
where after opening the market to new sophisticated cars the number
of serious accidents increased because drivers believed that a tech-
nically perfect car would solve any situation.

After negotiation and setting-up the barriers, the process of risk
analysis should be repeated with taking the barriers into account.
They decrease either gravity or probability of an accident but they
can bring other new risks which should be evaluated as well. 

A very important fact is that we can never eliminate the risk
totally; zero risk simply does not exist. The last step of risk analy-
sis is thus the description and understanding of residual risks,
which are not prevented and so they must be dealt with by crisis
preparedness and management. 

Acknowledgement: This publication is supported by EU
Leonardo da Vinci Programme, Project UNDERSTAND, con-
tract No. SE/06/B/F/PP-161031

Fig. 6 Barriers of prevention: 1 – source of danger removal, 
2 – source of danger minimization, 3 – prevention of initial event
(triggering), 4 – prevention of f lux of danger, 5 – protection of the
target, 6 – protection of target by removal from the f lux of danger
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1. Introduction

A variety of characteristics within manufacturing processes in
different industry sectors evoke remaining requirements to flexi-
ble approach in the solution of safety of control systems including
communication systems.

In many cases the communication system is a component
part of the system which participates in control of safety-critical
processes. Undetected corruption of data transmission (e.g. control
commands) can cause considerable substantial damage within
equipment, environment and demands on human health. This is
the reason why the system has to be designed to guarantee the
required safety integrity level (SIL). 

COTS (Commercial Off-The-Shelf) communication technolo-
gies are not essentially available (without supplementary technical
measures) for transmission of safety-related data, although their
transmission systems involve detection and correction methods
for transmission assurance or other protective mechanisms. Con-
cerning the safety of the transmission, such systems are denoted
as non-trusted. To decide which types of additional technical mea-
sures are necessary to apply depends on the risk analysis results
(analysis of attacks and their effects) related to the controlled
process and the acceptable risk.

Nowadays the number of vendors of the safety-related commu-
nication technologies who guarantee besides standard communi-
cation, communication among safety-related equipment according
to [1] is increasing. In the present time the standard proposal [2]
is prepared, which deals with a definition of functional safety for
industry networks within digital communications used in the mea-
suring area and the control systems in industry. Among the first
manufacturers who have begun to use safety principles in devel-

opment of their products there are the vendors of CAN technolo-
gies and products developed within the international organisation
ODVA (Open Device Net’s Vendor Association). The new network
standard CIP Safety [3], published by ODVA, makes it possible to
join standard and safety-related equipment across the same com-
munication link. The vendors of Profibus and Profinet technology
belong to the next important leaders in the area of industry Field-
bus. They develop a concept based on the integration standard and
safety-related techniques that have been using the same commu-
nication tools for several years. This solution is signed as ProfiSafe
and together with ProfiDrive profile it was approved and prepared
for using in both types of industry networks Profibus and ProfiNet.
In the present time the buses with communication profiles CIP
Safety and ProfiSafe are recommended for using in safety-related
systems with the safety integrity level 3 according to EN 61508 or
the category 3 according to EN 954-1. The area of analysis and
synthesis of safety-related communication systems assigned for
control of the railway transport is presented in the norms [5] (for
closed transmission systems) and [6] (for open transmission
systems).

Modelling fulfils a very important task when specifying the
requirements, in the process of structure design and the produc-
tion of the communication system and also in the process of its
verification and validation. In some cases modelling may help to
optimize options, in other words, the setting of parameters within
the existing communication system so that the requirements to
safety integrity level and availability, which are defined by a cus-
tomer or they are the result of the risk analysis, are accepted. In
order to achieve these tasks it is generally required to combine
suitable modelling methods and tools. Generally, in these cases an
abstract model which graphically or mathematically describes fea-
tures of transmission system is created.

MODELLING IN DEVELOPMENT OF SAFETY-RELATED
COMMUNICATION SYSTEMS
MODELLING IN DEVELOPMENT OF SAFETY-RELATED
COMMUNICATION SYSTEMS

Karol Rastocny – Maria Franekova *
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2. Modelling of safety characteristics of the
communication system

Think of the communication system on the level of the end to
end (Fig. 1). The communication system consists of the safety-
related equipment SE 1, SE 2 and trusted transmission system,
which realises safety-related functions within transmission in com-
pliance with [5]. The base of the trusted transmission system
includes a non-trusted transmission system (COTS system), which
insures transmission messages by the transmission code (TC). To
achieve the required safety level of transmission, transmission
messages have to be ensured by the safety code (SC). It is neces-
sary to realise the encoder and decoder of the safety code on the
fail-safe principle. The component part of the transmission system
is the communication channel, which is influenced by electro-
magnetic interference (EMI) only. The authors assume the closed
transmission system and the independence of encoders/decoders
of safety and transmission codes only. 

It is an advantage when the development of safety–related
communication system is based on modelling methods usage (for
the define phases of the system development it is necessary). In
fact the safety-related features of communication system model-
ling can be divided into the following parts:
� Modelling of functional characteristics of the communication

protocol. In this case the model is based on the semi-formal and
formal methods (they are usually supported by SW tools), which
helps to produce explicit and logical descriptions of the func-
tional possibilities of the system. In this area the object oriented
modelling (OOM) can be used. One of the most suitable tech-
niques for a production of such model is the unified modelling
language (UML), which supports different modelling and visu-
alisation elements [8].

� Modelling of disturbing effects within the communication
channel. In this case the model describes the effects of EMI
and the failures occurred in the communication channel. The

result of solution is choosing the criteria for transmission selec-
tion and safety codes according to required SIL and calculation
of residual error rate of decoders [7]. 

� Modelling of failure effects in the transmission system. In this
case the model reflects the analysis of the failure subsequence
on the communication system, which can be realised on the
base of quantitative and qualitative methods. 

Next part of this paper is devoted to the tasks of failure effects
modelling.

3. Modelling of failure effects within the closed
transmission system

Safety-related systems are typically resistent against hazardous
faults. The failure effects on the system can be directly determined
by monitoring the original system installation, by a simulation of
the system operation using its model, by computing and theoreti-
cal reasoning. It is necessary to remark that strictly safety require-
ments for the safety-related system are not possible to achieve only
by tests or results from practice (the frequency of occurrence of
a dangerous state is very low and the mean time among failures
multiply exceeds the value of the useful lifetime of one safety-
related system). It is important to provide the proof of the safety
request performance and the resultant risk acceptability. 

The aim of the failure effects analysis on the safety is to form
a model which allows to identify the transition process of the
system from a safety state (it may not be necessarily a failure –
a free state) to a dangerous state and permits to calculate proba-
bility of the dangerous state occurrence of the system as a failure
effect to the operating system. 

The transmission system normally does not work isolated but
it is a component part of another superior system for which it pro-

Fig. 1 The communication system on the level of the end to end
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vides service. Therefore the starting moment of safety model gen-
erating is an exact definition of interface between the transmis-
sion system and the superior system with the aim to facilitate
a total identity of treats with which it is necessary to consider in
the process of analysis. Also it is necessary to define explicitly the
event in the output of safety system which is considered as dan-
gerous (undesirable) with regard to safety features of the transmis-
sion system. Generally, the undesirable event is considered to be
such a violation of the transmission data which is not detected by
the transmission system and further data are regarded as correct.

Except the safety procedures analysis (the source of a message
identification, check of the type of a message, check of the current
of data, the analysis of safety codes characteristics, the analysis of
safety reaction mechanism, etc) it is necessary, according to the
norm [5], to evaluate quantitatively the intensity of undetected
failures of the transmission system.

The knowledge of failures and faults attributes of the transmis-
sion system forms the basic assumptions related to the measures
realisation not only used to avoid failures but also for the fault
detection and negation of the failure effects within their occur-
rence.

It is important to know where, when, and what types of fail-
ures occur in the system, what the reason of their occurrence and
their effects to the system are. There are three ways in which
a hazard may be created: 
� random failures of the transmission system HW;
� failures caused by EMI;
� systematic failures of the transmission system.

The occurrence of a systematic failure is bonded to a concrete
situation and a state of the transmission system. Mathematical

modelling of this incidence is very problematic, because we have
to know the type of a distribution and its parameters. Generally,
we do not consider systematic faults in the process of a model
realisation and we orientate to methods and techniques which are
fixed to prevention of failures (e. g. formal specification, rigorous
testing, etc). By a pursuant application of these methods we can
assume that a systematic failure rates occurrence and consequently
also their effects are negligible compared to random failure rates
and failures involved in within a communication medium (it is
caused mainly by influence effects in consequence of electromag-
netic interference). Frequency of corrupted messages depends on
a disturbance value. Because of the fact that the transmission
system has to dispose with the required value of a safety level also
in case of an unexpected reduction of the transmission line quality,
in practical determination we generally issue from a very pessimistic
assumption (each of the messages in the output of the transmis-
sion channel is corrupted). 

The fault tree, which can cause undesirable event, is described
in Fig. 2. Random failures can attack all parts of the transmission
system. During the model realisation we accept the supposition
that each of the messages in the input of the receiver is corrupted.
This is the reason why we need not distinguish whether the cor-
ruption was caused by EMI or by a random failure of the receiver
part of the transmission system or the communication channel.
The random failures of a decoder of the transmission code create
an important role in the failure effects analysis to safety of the
transmission system. The failure of the transmission code’s decoder
can cause that all received messages are considered to be correct.
It is also necessary to regard a situation in which a decoder of the
transmission code checks the received message but consequently
a message can be corrupted (during a transmission from a decoder
of the transmission code to a decoder of the safety code). We do
not consider a random failure of the decoder of the safety code

Fig. 2 Fault tree within the transmission system
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because this type of a decoder is realised on the fail–safe principle
(there are special technical measures applied for keeping required
SIL). A safety code is not a component of the non-trusted trans-
mission system.

The coincident effect of several factors to safety of the trans-
mission system can be demonstrated by using Markov’s chain.
The system transition from a functional safety state 1 to danger-
ous state 6 is illustrated in Fig. 3.

The meaning of particular symbols in the diagram in Fig. 3 is
illustrated in Tab. 1. The characteristics of the particular states in
Fig. 5 are described in Tab. 2 and Tab. 3.

λ λ

λλ

δ

δ

δ

δ δ

δ

Fig. 3 Markov’s chain of the transmission system

Symbol The meaning of a symbol

λHTP HW failure rate of the transmitter part of the transmission system and the communication channel

λHDT HW failure rate of a decoder of the transmission code 

λEMI The corruption rate of transmitted messages caused by EMI 

pUT Probability of an undetected error of the transmission code 

pUS Probability of an undetected error of the safety code 

f Frequency of generating messages from a transmitter 

fEMI Frequency of corrupted messages caused by EMI 

fHTP
Frequency of corrupted messages caused by HW failures of the transmitter part of the transmission system and the communication
channel 

fW Frequency of corrupted messages without the resolution of a corruption reason

TT Tolerance time of corrupted messages receiving in the non-trusted part of the transmission system 

TS Tolerance time of corrupted messages receiving in the trusted part of the transmission system 

δT
Intensity of the transition to permanent safety state caused by a failure of mechanisms operation for checking a number by a decoder of
the transmission code 

δS
Intensity of the transition to permanent safety state caused by a failure of the mechanisms operation for checking a number by a
decoder of the safety code

The meaning of symbols Table 1

Description of the diagram states Table 2

State A description of the states

1 The transmission system is functional; transmission messages are corrupted by EMI

2
The transmission system state, when the transmitter part of the transmission system or some part of the communication channel are in
failure 

3 The transmission system state, when the decoder of transmission code is in failure 

4
The transmission system state, when the transmitter part of the transmission system or some part of the communication channel and
the decoder of the transmission code are in failure 

5
Permanent interruption of transmission caused by a failure of mechanisms operation for checking of number of detected corrupted
messages 

6 The hazard state corrupted message was undetected
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During the model designing it is necessary to know the number
of corrupted messages (during a define time unit) in the parts of
the communication system, which is important for the safety
analysis (Fig. 4).

The meaning of the number of messages in Fig. 4 and their
mathematical expression providing that the communication system
is in a failure-free state: 
� N is number of messages generated from a transmitter during

time T, i. e. .
� NEMI is a number of corrupted messages in input TD during

time T, i. e. .
� NUT is a number of corrupted messages in output of TD during

time T, i. e. .. .N f p TUT EMI UT=

.N f TEMI EMI=

.N f T=

� NUS is a number of corrupted messages in output of SD during
time T, i. e. .

Similarly we can determine the number of corrupted messages
which are detected by a decoder of the transmission code (NDT)
or by a decoder of the safety code (NDS) during time T, i. e.:

,

. (1)

The diagram in Fig. 3 can be simplified if we suppose that the
failure of a decoder of the transmission code occurs so then there
is no reason to consider some effects from other parts of the non-

. . .N f p p T1DS EMI UT US= -^ h

. .N f p T1DT EMI UT= -^ h

. . .N f p p TUS EMI UT US=

Transitions in the diagram Table 3

Transition A description of the transition
The meaning 
of transitions

intensity

1 → 2
The transition is realised in consequence of the HW failure of the transmitter part of the transmission system 
or some part of the communication channel 

λHTP

1 → 3 The transition is realised in consequence of the HW failure of a decoder of the transmission code λHDT

1 → 5
The transition is realised in consequence of mechanisms operation for checking the number of detected corrup-
ted messages by a decoder of the transmission code or the safety code 

δT + δS

1 → 6
The transition is realised in consequence of the insufficient detection characteristic of the transmission and
safety codes 

fEMI . pUT . pUS

2 → 4 The transition is realised in consequence of the HW failure of a decoder of the transmission code λHDT

2 → 5
The transition is realised in consequence of the mechanisms operation for checking the number of detected cor-
rupted messages by decoder of transmission code or safety code 

δT + δS

2 → 6
The transition is realised in consequence of the insufficient detection characteristic of the transmission and safe
codes 

fW . pUT . pUS

3 → 4
The transition is realised in consequence of the HW failure of the transmitter part of the transmission system or
some part of the communication channel

λHTS

3 → 5
The transition is realised in consequence of the mechanisms operation for checking the number of detected cor-
rupted messages by a decoder of the safety code

δS

3 → 6 The transition is realised in consequence of the insufficient detection characteristic of the safety code fEMI . pUS

4 → 5
The transition is realised in consequence of the mechanisms operation for checking the number of detected cor-
rupted messages by a decoder of the safety code

δS

4 → 6 The transition is realised in consequence of the insufficient detection characteristic of the safety code fW . pUS

Fig. 4 Localities of number’s determination of corrupted messages in the communication system 
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trusted transmission system on frequency of a corrupted data
(Fig. 5).

Markov’s chain can be mathematically described with the set
of differential equations and by a vector of initial probabilities.
The set of differential equations:

, (2)

where is a vector of absolute
probabilities and A is a matrix of intensity of transitions. The
vector of initial probabilities is .

The matrix A for the diagram in Fig. 5 is

The relation of probability of particular states occurrence in
the diagram according to the parameters of a model can be exactly
formulated by an analytical solution. The solution for more complex
diagrams is very difficult; hence in praxis we are satisfied only
with a numerical resolution. The calculation precision depends on
a suitable selection of a calculation method and on a numerical
precision of computing techniques. In the present time there are
several SW products which support a solution with the use
Markov’s diagram (e. g. BQR reliability engineering [9], RELEX
software [10], ITEM software [11], etc).

Such a model is based on a supposition that if the detection
of a corrupted message occurs then the system will go to the pre-
viously defined safety state. Otherwise this solution contributes to
the increase of the integrity level of the system but, on the other
hand, significantly decreases availability of the system, which neg-
atively affects the secondary safety. Generally, it is necessary to
choose a suitable compromise between availability and on the level

, , ,P t 0 1 0 0f= =^ h " ,

, ,P t p t p t p tn1 2 f=^ ^ ^ ^h h h h# -

.dt
dP t P t A=

^
^

h
h

of safety integrity requirements. The system availability increased
by using the channel correction techniques is problematic due to
a masquerade of HW failures of the transmission system. For
availability increase it is necessary to create such a mechanism
which according to strictly defined criteria evaluates the number
of received and corrupted messages and permits the communica-
tion system to remain in operation after receiving this message
too. It is obvious that in this case a corrupted message must be dis-
carded for next processing. The solution of this problem can be
based on using a timer counter, which is activated in time of the
corrupted message receiving. If during the specified time interval
the defined number of corrupted messages is received, then the
system will go to a safety state. An alternative method uses so-called
ratio criteria, which is based on the evaluation of the positive and
negative ratio results of the correctness control of a received
message. In fact the base of this method uses a time counter, which
counts in a defined range <I; M> and by start it sets an initial
value I (e. g. 0). The actual value of the time counter changes
according to the result of the correctness control of a received
message. In case of a positive result the state of counter is decre-
mented by P (as far of the initial value) and in case of a negative
result the state of the counter is incremented by value N. The con-
dition N�P must be fulfilled. When the counter achieves or over-
runs the boundary value M, the safety reaction and transition of
the system to the safety state occurs. 

In case this mechanism is applied it is necessary to respect
this fact within the model creation and consecutive calculations. 

4. Conclusion

The process of a dangerous failure rate determination, which
is described in the informative part in the norm [5], is simplified
and it can not be mechanically applicable within the analysis of
the safety communication system. Every concrete solution of the
communication system has its own specific characteristic which is
to be respected within the analysis. In case of using the open trans-
mission system the possibility of intentional corruptions or destruc-
tion of a message must be regarded.

This work has been supported by the scientific grant agency
VEGA, grant No. VEGA 1/004/08 “Mathematic-graphical model-
ling of safety attributes of safety-critical control system.
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1. Introduction

The aim of safety engineering as well as of securitology (i.e.
a safety science) is elimination of threats. Insolvency is currently
becoming a subject of contemplations and negotiations of not
only politicians, economists and sociologists, insurance companies,
entrepreneurs but also of ordinary people. It is so due to the fact
that more and more entrepreneurial and non-entrepreneurial enti-
ties become insolvent. Municipalities and in a wider perspective
even the whole states are not an exception. 

2. Insolvency like a Threat

Insolvency, as a state of incapability to pay, is a threat not
only for natural persons, legal entities entrepreneurs or non-entre-
preneurs, but it also becomes a threat for entities of the state and
public administration and whole countries, mainly the developing
ones. Consequences of this insolvency, poverty and its overlook-
ing, thus become a threat also for developed, rich societies. 

Insolvency is a significant threat for implementation of sus-
tainable development but not the only one. It is clear that devel-
opment of society brings forward new sources of risks and increase
of the intensity of risks already existing. The nature of these risks
is based on undesirable effects of forces and phenomena with
adverse consequences. In other words, it is damage to protected
interests. [1]

The origin of the undesirable strengths and phenomena can
be found either in nature or in human activities. Regardless of
origin of these strengths and phenomena, their effects and conse-
quences definitely deserve to be the subject of research. Also the
problems of prevention of occurrence, mitigation of progress and
elimination of impacts of these forces and phenomena deserve the
same attention.

A huge increase of information and level of knowledge of human
society significantly expanded possibilities of mankind, mainly in
the technical area. The nature of human society has not changed
too much. In last centuries we have seen an opinion that this
development will get out of control of human power and due to its
nature will lead to the end of mankind, or civilisation, if you want.
One of the basic goals of the current developed society is the sur-
vival in a form of sustainable development.

Strictly speaking it is the protection of human society – or
better said say (even though it is significantly narrowed) – of civil-
isation in our understanding, i.e. protection of the state security.
We want to live in safe environment and thus we, as the mankind,
deal with security aspects. Partial security issues in the whole
number of areas are elaborated intensively – in other words, secu-
rity research is being performed in the following areas, e.g.:
� Security of work;
� Security of transport;
� Personal security;
� Object security;
� Security of information;
� Safe filing of documents;
� Safe production technologies;
� Safe defence;
� Safe region;
� State security etc.

Most of the specified areas of safety research develops and
examine adoption , implementation and maintenance of measures
aimed at security in various, mainly technical areas of human activ-
ities. Security researches are theories for safety engineering the
aim of which is practical implementation of measures leading to
the ensuring of safety.

SAFETY ENGINEERING, SECURITOLOGY 
AND INSOLVENCY
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2. State security

An extraordinary position among the areas of security research
belongs to the state security. The issues of the state security is not
considered to be a kind of safety engineering but many areas of
safety engineering deal with practical performance of measures
connected with the issues of the state security. We have to be
aware of the fact that it is the well-functioning state that is obliged
to create conditions for harmony between the needs of the people
and the society, economic prosperity, healthy environment, social
justice and health and life protection of people with regard to not
damaging future generations.

It is possible to assume that perspectives of further develop-
ment of the Czech Republic in the following period will be strongly
determined by external and internal factors that will be very diffi-
cult to influence actively. Globally, tendencies that will influence
the overall development in the EU and thus also Central Euro-
pean countries will be dominating.

From the assessment of the threats it is clear that in the middle-
term perspective no massive military attack against the EU is prob-
able. Deterioration of security situation on a global level has impacts
also in the Euro-Atlantic area. Despite the fact that the security sit-
uation on the global level deteriorated, it has impacts also on secu-
rity situation in the Euro-Atlantic area. This is reflected in threats
that are difficult to foresee. Their occurrence and fast spreading is
facilitated by globalisation. More and more often their originators
are non-state actors (traditional and new terrorist organisations,
radical religious, sectarian and extremist movements and groups)
that purposefully threaten our lives.

The practice shows how difficult it is to foresee the threats.
The existence of various forces and elements trying to gain over
the control, damage or eliminate various electronic, communica-
tion and information networks has been proved. There is a high
risk of attacks of this kind. Extensive leaks of strategically important
information or interference in the information systems of state
institutions or businesses and companies ensuring the basic func-
tions of the society and the state can threaten not only the strate-
gic but also the vital interests of the EU states. [2]

The occurrence of threats is contributed by deepening imbal-
ance between the North and the South. Economic and social slow-
down of the South leads to dissatisfaction of its inhabitants. It
creates breeding ground for radicalisation, extremism and terrorism.
Dissatisfaction with living conditions leads to migration, often
illegal one, to the countries in the North.

One of the thorniest problems the underdeveloped countries
face is their astronomical indebtedness. Debts and the lack of
capital arising from them restrict the access of the inhabitants to
education and basic life needs and thus they also undermine the
economic development.

Excessive indebtedness triggers and intensifies the economic,
social and political problems of the debtor states. These problems
can be seen in the pressure on export, elimination of social bene-

fits, using of money from the development aid for settlement of
debts, increasing unemployment, discouraging of investors, outflow
of capital, destruction of the environment, growth of the poor class
and increasing number of unsatisfied population of our planet.

The problem of insolvency and its consequences – growing
poverty, lack of education, unavailable health care and suppression
of the right for dignified life – does not only apply to poor coun-
tries, the consequences often have strong impacts also on more
developed states of the North and they become threats for then.
These consequences include:
� Increase of international polarisation and extremism – strength-

ening of the role of radical ideologies and violent tendencies,
including international terrorism. 

� Destroying of the environment- pressure on the growth of foreign
exchange economy that would enable settlement of debts leads
to massive destroying of the environment in many countries,
which has global impacts. 

� Increase of international crime – extending of sown areas for
growing of drugs and increasing demand for them. Develop-
ment of the international drug trade brings increase of grey and
black economy and increase of international crime. 

� Collapse of markets – collapse of the whole national economies
in developing countries leads to decrease of markets also for
companies from developed countries. 

� Military conflicts – humanitarian crises drain the funds from
the development cooperation and there is a growing need for
expensive international military interventions. 

� Influx of refugees – globally there is an increase in number of
refugees trying to escape from the hopeless situation in their
homes. It brings needs of further humanitarian interventions in
the countries where the refugees move, there is growing xeno-
phobia and violence. 

The specified facts can be marked as threats that will not avoid
even Central European states. We can assume that perspectives of
further development in the following period will be strongly deter-
mined by the external and internal factors that will be very diffi-
cult to influence. In the period until the year 2015 (with an outlook
until 2030) there will be dominating global tendencies which will
also influence the overall development in the EU. They include
mainly the following: 
� Aging of the population and strengthening of migration from

the countries of former Soviet Union, Near East and Middle East,
Northern Africa, Asia with preconditions of creation of closed
communities and subcultures outside the official control of the
state.

� Outflow of investment means, mainly in favour of some coun-
tries in Asia with subsequent impacts on employment and social
cohesiveness in the EU states.

� General and global deterioration of conditions of the access
mainly to energy but also other raw materials. Continuous and
unforeseeable growth of their prices and deterioration of their
availability.

� Disturbing of traditional social connections and relations in the
society with subsequent pressure on the change of social and
political system.
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� Deterioration of military and political situation in the world
with the emphasis on the region of the Near East and Middle
East.

� Increase of number of critical situations induced by natural dis-
asters and intentional or unintentional activities of people, with
subsequent important impacts on the general situation within
the EU.

� Deepening of vulnerability of the developed civilisation and
various forms of into dependency [3].

3. Safety Science as the Prevention

Despite the above mentioned development tendencies seem
to be irreversible at the moment, it is possible to take preventive
measures and actions that will enable minimisation of their sub-
sequent impacts. One of the important elements within the scope
of timely and mainly efficient solution of these impacts is also pur-
poseful solution of the issues of the population protection system.
Protection of lives, health and material values, together with ensur-
ing sovereignty, territory integrity and protection of democratic
foundations, is one of the basic obligations and thus also functions
of the state. This problem must become a subject matter of research
of safety science.

It is also worth noticing that safety is characterised (deter-
mined) by and connected with the space, time and human society.
We cannot speak about security without relation to people and
human society.

Safety is thus always seen in connection with people and
human society. The aim is to reach such a state in the particular
area and time so that human society is not threatened as regards
its health, life and property. From this point of view it is possible
to deduce that safety is kind of a subjective philosophical category
which only exists in connection with people.

Without analysing or criticising other interpretations, in the
following text we will follow the definitions defined in the Long-
term intention of research directions in the CR (LIRT) and use
also in other works, [4] i.e.: “Security is a state during which there
is admissible probability of occurrence of damage to protected inter-
ests“. We consider this definition to be sufficiently general and
fitting.

As we have already specified above, security is always seen in
relation to people (humankind) and thus we can also define the
protected interests.

Protected interests are human lives, health and property. When
analysing this definition we will come to a conclusion that it is
necessary to protect everything connected with health, lives and
property of people. Naturally, it will be mainly the environment
and infrastructure of human society.

With regard to a wide range and complexity of possible threats
and dangers, growth of human population, technical development

and increasing extrapolation of nature it is absolutely necessary
for security to become a subject matter of scientific research.

Other attributes supporting our conviction that nowadays the
“security” issues deserve establishment of security science and
development of special security research are the following: 
� Stage of human society development;
� Wide extent of knowledge in the areas dealing with security;
� Lack of arrangement and fragmentation of approaches to the

individual items (particularities);
� Inexistence of general approaches and solutions;
� Necessity to improve the current system ensuring security.

Being aware of the fact that the term of security science will
not be to the liking of many people, we will now attempt to show
justifiability of the statement that research in the area of security
can be considered to be a security research and that we can right-
fully talk about security science. 

Most of books dealing with the issues of science and research
state that the basic preconditions for existence of a science (a field
of science) are
� Subject of examination
� Examination methods.

In our case, the subject matter of examinations of security
science is “security” in its general conception, i.e. a state when there
is an admissible probability of occurrence of damage to protected
interests, and suitable examination methods are for example the
following:

� Extrapolation of tendencies;
� Scenario creation method;
� Economic analysis;
� Decision-making matrix;
� Operational research;
� Decision-making theory;
� Diagram of goals;
� Network methods;
� Historic analogy;
� Comparative method;
� Creation of hypotheses;
� Exercises, training, experiment.

We have to point out that examination methods develop and
extend in time and with development of knowledge. For the area
of security it will be interesting to use the “comparative method”
based on the hypothesis that rudiments of what is developing and
growing already existed in the past and nothing was created newly
– mainly in relation to terrorist threats.

In the classification of sciences by T. G. Masaryk, security
science can be included among practical sciences [5]. In this clas-
sification (based on Aristotle’s classification), T. G. M. differenti-
ates the following:



34 � K O M U N I K Á C I E  /  C O M M U N I C A T I O N S    1 / 2 0 0 8

� Theoretical sciences looking for the truth regardless its utilisa-
tion and having their organising principle in its subject matter
(e.g. mathematics – quantity) and

� Practical sciences having their organising principle in the purpose
outside the field of study and taking knowledge where and how
it is offered to them by the theoretical sciences.

Practical sciences are built on theoretical sciences. 
In the late 19th century and in the course of the 20th century

a number of fields of science were established, which resulted
from the intensive development of human society. As an example
we can mention psychology, sociology, economy and political
science.

Generalisation of knowledge in the area of security is possible
and necessary. Thus also the requirement that a science must be
sufficiently general will be fulfilled. However, there will be and
must be mutual connections between other fields of science. 

The current situation in the area of security is characterised
by simplification of problems, the desire for creation of the lowest
possible number of basic principles and forced unification and
simplification of knowledge.

It is obvious that for the benefits of security science it will be
necessary to conduct research and development work in a sys-
tematic way. In its document LIRT, the Research and Develop-
ment Council of the CR specified seven thematic directions of the

most important matter of the research: Sustainable development,
Molecular biology, Energy sources, Material research, Competitive
engineering, Information security and Information research. The
term “research” is used to denominate systematic creative work
extending knowledge, including knowledge of people, culture or
society, by means of methods enabling confirmation, supplement-
ing or disproval of gained knowledge performed as basic research,
which consists of experimental or theoretical work performed with
the aim to gain knowledge on the basis or nature of the examined
phenomena, explanation of their causes and possible impacts of
the use of the gained knowledge. This creative work is marked as
the basic research, which includes experimental or theoretical work
performed with the aim to gain new knowledge aimed at the future
use in practice. 

4. Conclusion

Security science dealing with research in favour of security is
currently finding its place ?at both the specialist and lay public?
and material, financial and institutional support. It is a correct
way enabling implementation of sustainable development. We
believe that the research programme “Security research” and solu-
tion of the partial programmes “Threats for critical infrastructure
and Optimisation of relations of sustainable development and
population protection”, in the solution of which also the author of
this contribution participates with the support from the Ministry
of Interior, will contribute to the solution of the matter.
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1. Introduction

Nowadays in the territory of the Slovak republic, the property
protection and security systems design lies in realization of require-
ments following from security requirements specifying details of
tangible property protection. The security requirements come from
the following three basic sources:
– legal aspects of property protection (e.g., law, ordinances, regu-

lations, guides, business-law relations),
– independent evaluation of threats and their risks (security audit),
– set of principles, goals and requirements for property protection,

which were developed by a given organization to support its
operation.

Generally, binding legal directives define property protection
only in certain areas (e.g., protection of classified information,
critical/defending infrastructure, financial institutions). These are
areas where the state has dominant interest in protection of its or
private property against attack, misuse, damage or theft by other
person or organized group. In case the state with the help of legal
directives does not define a specific methodology of property pro-
tection (e.g., security standard of physical security and object secu-
rity), there is a possibility to proceed according to requirements
(e.g., insurance conditions, certification requirements according to
ISO 27001) or proposals (e.g., designed or performed project of
security system) of third subjects (e.g., insurance company, tech-
nical service for property protection). In case the state does not
define a way of property protection against intentional threats, we
can talk about so-called private security [6].

2. Property protection from confidential information
point of view

The fact that the biggest attention in case of state property
protection is dedicated to the classified information protection

(under board of NBÚ SR), confirms that these problems are related
to approximately 16% of organizations in the SR. Classified infor-
mation (US) can be information (e.g., content of a document/
drawing/map/photography, content of electrical/electromagnetic
or other physical transport medium) or object (e.g., product, equip-
ment, realty) [7]. From its beginning the classified information
protection was subject to several changes from object and physical
security point of view. The respective executing regulation speci-
fies details about specifications of buildings and space where the
classified information is located and details about the way of their
protection. The main difference between the pilot regulation and
later regulations (including the currently valid regulation) lies in the
way how the creators of the regulation approached the classified
information protection [8]. They used a directive-oriented approach,
which caused problems for some subjects, related to holding the
letter of the law, either from realization or financial position. For
particular protection interests, specific precautions were defined.
These were not allowed to be omitted or replaced by different ones.
This approach was changed in the next execution directives [8]
and for the evaluation of the US protection level the spot system
has begun to be used, which allowed choice of various security
variants. The spot system allows choosing such a combination of
security precautions with respect to the specific conditions, which
suits best the given circumstances. For objects and protected space
the smallest spot values are defined, which are necessary to reach.
The mathematical method is used which assigns spot evaluations
to respective security precautions. Their sum is evaluated in a respec-
tive way. Precautions defined as optional do not have to be real-
ized, but the prescribed total number of points must be reached.
The philosophy of such a variant-oriented way of physical protec-
tion is built on the fact that the subject has to reach a necessary
number of points with respect to local conditions. An example of
possible variant of protection security corresponding to the US
classification degree “confidential” or “reserved” is illustrated in
Fig. 1. The spot system of security standard allows choosing, with
respect to specific conditions, various combinations of protection
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precautions. It only depends on the given subject which combina-
tion will be chosen so that the summary point evaluation is equal
or a higher than the minimum required value for respective amount
of risk, which is a result of risks analysis.

3. Property protection from financial institutions 
point of view

A combined method of directive and variant way of property
protection security is used for example by financial institutions.
The national bank of Slovakia (NBS) issued a precaution n. 12/2005
dealing with the analysis of risks related to the security of bank
operation space where both the contact with clients and manipula-
tion with financial cash (business office) is realized. This analysis
of risks in connection with business office includes the technical-
building fabrication of the object, passive and active security
components of inner/outer environment, physical protection and
organizational-regime precaution for employees, clients and other
persons. A bank subject is, on the basis of the bank law, obligatory
[9] to realize respective precautions and to discuss these precau-
tions with a respective unit of police force. On the basis of this
information, the office of judicial and criminal police of police
force presidium has elaborated methodical directives for security
of a unified procedure of the police force units at a risks analysis
discussion which are related to the security of operational bank
space. The directive part of a property protection way follows directly
from the law [9] which obliges banks to secure the business office
with a security and alarm system and to connect them to an alarm
registration central. Furthermore, the law orders to secure the

place with a camera monitoring security system in 24 hours record-
ing time in a quality which allows distinguishing a specific person.
The variant way of the bank and clients property protection secu-
rity lies in the fact that the law orders to accept other security pre-
cautions which are results of risks analysis needs. A designated
police officer at the risks analysis discussion uses the material pre-
sented by a bank and the methodological directive in which inner
and outer environment of the bank subject is evaluated. In case
the total level of risk is lower than the before set value presented
in the methodological directive, the bank must accept only the
directive protection precautions presented in the law. However, in
case the total level of risk is higher, the bank must accept other pro-
tection precautions, which directly lower the risk level (e.g., opti-
mization of financial cash according to operational needs of the
business office, using safety caskets, transport containers and other
technical means designated for financial cash protection, existence
of means for financial cash devaluation, etc.).

4. Property protection from insurance companies
point of view

A significant factor which influences security requirements
for protection of both private and state property are conditions of
insurance companies defining the security requirements for indi-
vidual insurance events. Each insurance company has processed
its own requirements for individual types of protection precau-
tions with respect to the value of protected interest. Certain nec-
essary conditions are set which the object must satisfy so that the
insurance company can agree to the insurance contract. Unlike
Czech insurance companies, Slovak insurance companies present
only a type of necessary precautions (e.g., security door, IDS con-
nected to the alarms registration central), but they do not present
a level of protection for individual security precautions. The Czech
association of insurance companies issued for insurance companies
needs a so called security pyramid which declares both equality of
protection elements with respective ČSN norms and respective
degree of protection. On one hand, for each process of property
protection and also design of security system is the owner (care-
taker) of the property who has certain security requirements fol-
lowing either from generally binding legal directives or their internal
needs. On the other hand, there is a designer/person realizing the
project who comes with certain conceptual proposal how to satisfy
requirements of the property owner. In practice, the fulfillment of
criteria of binding legal directives and contracts (e.g., criteria fol-
lowing from law, executing regulations, insurance agreement, work
contract) is a dominating security requirement. Let’s assume that
the goal of the purchaser is not only the fulfillment of the criteria
of binding legal directives and contracts, but also the economic
and functional effectiveness of the whole security system. We have
used the word “assume” because in practice it is common that it
is not possible to identify the given person from the recordings of
security camera, while general conditions presented in the insur-
ance agreement were satisfied. In the same way it is not a problem
to meet the private security service, which wasn’t successful at any
of its “sharp” actions, while, again, general conditions presented
in the insurance agreement were satisfied. From my own experi-

Fig. 1 Example of protected space of category classified
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ence I can say, regardless the satisfaction of agreement require-
ments, not always the injured receives compensation. This fact is
usually caused by inexact and generally formulated requirements
of the respective insurance company, which are concretized by its
legal and technical assistants only in case an insurance event occurs.
From the presented examples follows that it should be in the per-
sonal interest of every subject which wants to insure his or her
property, to include the whole effectiveness of the proposed or
realized security system.

5. Property protection from critical infrastructure
point of view

Also not all the state and private subjects can afford to secure
their property only on the basis of requirements of insurance com-
panies. It is about subjects which, on the basis of their activity, sig-
nificantly influence the operating of the state, i.e., they influence
lives of big amount of people. These subjects become on the basis
of nature of their activity part of so called critical/defensive infra-
structure. Under critical infrastructure we understand a set of
physical or virtual systems, organizations, directives and other ser-
vices, whose disruption, deficiency or destruction could cause dis-
organization of the society stability and state security, develop crisis
or seriously influence functioning of the state administration and
autonomy in crisis [5], [11]. On the basis of the given definition
we can say that the following subjects come under critical infra-
structure: subjects whose activity interfere in the area of providing
basic goods and services with sectors, e.g., energetics, transporta-
tion, supplying with fuel and food, medical services, financial ser-
vices, communication services, etc [4]. The question is how to
secure property of these subjects, when insurance conditions aren’t
sufficient and no legal directive defines specifically the way and
form of protection, as it is defined, for example, in the case of law
of classified information protection. The existing legal directives
define the way of property protection more or less in a proclaim-
ing way and they do not present any concrete solution proposals.
An example of such legal directive could be nuclear law [10]. It is
set down in a proclaiming way in one of its executive regulations
that the subject must secure by an appropriate combination of
IDS effective enough and mechanical debarment means detection
of violators and slowing down their progress and, in this way,

enable the action unit to stop the violator’s progress even before
its manipulation with the subject of protection. Here, we have an
interesting and important condition – even before its manipulation
with the subject of protection. We can call this way of protection
a variable way of physical protection, i.e., it is required to use enough
passive and active elements of protection so that the violator is
stopped by an action unit even before the individual manipulation
with the subject of protection. The problem is the fact, in which
a ratio the individual protection elements must be represented in
the system. The law solved this problem by means of executive reg-
ulation where it sets down again, in a directive way, specific con-
ditions of physical protection of the given subject.

In order to secure physical protection in a variable way, soft-
ware tools were created, which use qualitative-quantitative methods,
evaluating the existing or proposed security system, following
from certain measurable values like Probability of Detection PDi,
Response Force Time (RFT), Delay Time (DT) a Probability of
Correct and Timely Guard Communication PC. On the basis of
these data the Probability of Interruption PI is estimated. In USA
until the year 2004, 76 studies, methodologies, pieces of software
or reports were developed, which engage in problems of attacks
against a subject coming into contact with nuclear material [1].
Most of these studies were designated for development and imple-
mentation of computer models or decision trees, using mostly sto-
chastic mathematical methods (e.g., Monte Carlo). The so called
EASI model (The Estimate of Adversary Sequence Interruption)
is used as basic methodology for judging the effectiveness of the
security system which is integrated also in more complex method-
ologies, for example, in software tools SAVI (Systematic A nalysis
of Vulnerability to Intrusion) and ASSESS (A nalytic System and
Software for Evaluation of Safeguards and Security). The three
given software tools come from the workshop of American laborato-
ries Sandia National Laboratories [11]. These laboratories conduct
research in the area of nuclear weapons, military technologies,
energetics and critical infrastructure in the area of national secu-
rity and protection.

The EASI Model is a stochastic method using mean values
and standard deviations of above described times where in the
mutual relation with Probability of Detection provides estimation
Probability of Interruption PI. Its disadvantage is the fact that it is

Fig. 2 a) Aerial photograph of a chemical plant b) Block diagram of eventual attack
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able to estimate PI only in one adversary path. The process of
adversity is usually recorded into the so called Adversary Sequence
Diagram. These deficiencies are removed in already mentioned
SAVI and ASSESS methodologies [3]. Philosophy of the EASI
module follows from the following equations:

, 

where RTF and 

Fig. 2 a) presents an aerial photography of a chemical plant,
while Fig. 2 b) shows a possible path of attackers and individual
activities which they have to execute in order to reach their goal,
which, in this case, is destroying the storage tank of detrimental
chemical substance. Fig. 3 illustrates attackers’ path with the help
of a sequential diagram ASD.

SAVI software tool gives security system effectiveness estima-
tion or vulnerability estimation, with respect to intentionally active
outer or inner attackers, while it takes into account attacks type of
damage or theft of given asset. Effectiveness or vulnerability of the
security system is estimated on the basis of probabilities of attacker’s
elimination for individual possible paths of violation. The ASSESS
methodology replaced the previous SAVI methodology, which didn’t
take into account some of the important factors (e.g., cooperation
of an internal employee with an external violator). ASSESS is
a software tool which evaluates the way of physical protection of
nuclear material against theft and sabotage. The program consists
of six modules Facility (the module enables analysis of elements
of all system, e.g., protective elements and building constructions),
Insider (the module enables definition of personal authorities and
responsibilities of internal employees, furthermore it enables a def-
inition of possibilities of internal employees to use slyness and
falsehood to reach their goal), Outsider (the module enables to
estimate probability of thwarting intentional security incident),
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Neutralization (the module enables to estimate probability that
the action unit neutralizes attacker and stabilizes the situation)
and Hand-Off Collusion (the module enables to assume coopera-
tion of internal employee helping the outer attacker).

Nowadays the sections of the ministry of energetics in USA
use the simulation software tools JCATS (Joint Conflict A nd Tac-
tical Simulation), which started in 90’s (JTS). JCATS is helping
software tools, developed for training commanders and their action
units in commands and directives during the action. Software
tools take into account both actions from the ground and from the
air, while it takes into account action of fire service unit. JCATS
was developed on the basis of its predecessors JTS (Joint Tactical
Simulation), UCCATS (Urban Combat Computer-A ssisted Training
System) or SEES (Exercise and Evaluation System). Other soft-
ware tools which will be in the future used at simulations of action
units look bit futuristic, but their time as the consequence of new
technologies development will come (see Fig. 4). These tools are
not directly used for judging the state of property physical protec-
tion, but they have to help architects in order to map the given
object and to eventual simulation of already arisen security inci-
dent [2].

Apart from the already mentioned tools used for evaluation of
security systems’ effectiveness, it is appropriate to mention some
other tools, methodologies and software dated earlier (70’s and
80’s of the 20th century), e.g., methodology BATLE (Brief Adver-
sary Threat Loss Estimator), VISA (Vulnerability of Integrated
Security Analysis), ISEM (Insider Safeguards Effectiveness Model)
or FESEM (Forcible Entry Safeguards Effectiveness Model) [1].

6. Conclusion

In this article, three basic approaches to secure physical pro-
tection of property were introduced. There is a directive-oriented,
variant-oriented and variable way of physical protection. For the
most effective way of protection we can consider the variable way
of protection, which allows, due to its flexibility, the designing of

a)

a)Fig. 3 a) Block diagram of A SSESS b) screenshot taken from JCATS software

b)
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the system in such a way that it best suits requirements, conditions
and possibilities of the subject. However, on the other hand, there
doesn’t exist any publicly accessible general methodology, hand-
book, manual or other tool which would define a detailed procedure
at realization of physical protection of property. Certain possibilities
and solutions are offered by system tools which were developed
for needs of protection of nuclear material and equipment. Here,
we point out some of its deficiencies or disadvantages. We can
mention for example:
– tools were created for protection of specific materials and non-

commercial pieces of equipment,
– they haven’t been modified from the time of their creation (EASI

– 1980, SAVI – 1987, ASSESS - 1989), which also indicates critics
of individual authors and users,

– they don’t enable evaluation of danger level in multi-level objects,
– the tools require a big amount of expert evaluation and the fact

that resulting evaluation is based greatly on mathematical sta-

tistics and probability theory can lead to inexact or misleading
conclusions (e.g., in case incorrect inputs’ interpretation or
absence of relevant data),

– the tools do not take into account the European technical norms
and standards used in the area of physical protection of prop-
erty.

In spite of the above mentioned deficiencies or better said dis-
advantages, it is necessary to prefer and further elaborate the vari-
able way of physical protection, which is also affirmed by the fact
that the new security conception of the NBU SR (National Secu-
rity Agency of the Slovak Republic) declares a change of variant-ori-
ented way of classified information protection to the variable one.
The necessity of physical protection has to be derived from reac-
tion times of passive or active elements of the security system.

a)

Fig. 4 a) CRIA ISMA STERTM b)A DEPT
(source: http://www.dtic.mil/ndia/security2/jaeger.pdf )

b)
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1. Introduction

European integration and world-wide globalisation have a sig-
nificant impact on the countries in a way that they considerably
change social requirements – social order for infrastructure pro-
tection, mainly protection and defence of critical infrastructure
(CI), transport included – namely rail transport. Besides traditional
threats such as disasters, accidents, catastrophes and crimes related
to individuals and groups, terrorism represents a new threat. It is
an international terrorism, which might have a character of per-
manent threat for the European and global community [4].

Ongoing terrorist attacks in Europe as well as growing vio-
lence in Iraq do confirm the saying that military operations in
Muslim countries have only developed a risk of terrorism in the
western world. Fails to fight against terrorism by means of wars
have paved the way for the fight predominantly by more peaceful
means. More and more the people address their governments and
ask them to give up wars and instead, try to find the solutions of
the reasons of terrorism.

2. Threat of international terrorism

Europe has been thinned by an international terrorism of Al-
Quaeda [1] kind as is the case of train attacks driving the com-
muters to work and schools in Madrid. 192 people died and about
1600 were injured during the attack of 11th March 2004. As the
first step the government accused ETA. Government’s approach
and socialists’ shock were perhaps the most decisive factor that
caused the victory of socialists in the election of 14th March 2004.
The new Spanish government pulled its military units back from
Iraq and thus fulfilled the election vow nevertheless Al-Quaeda’s
request as well. The Madrid attacks have intensified the European

Union attempts to combat terrorism. On 15th March 2004 the
European Commission issued an Action Paper [11] where contra-
dictory issues and usable tools were drafted. This Paper presents
five types of activities which, as proposed by the Commission, the
EU shall react to: declaration of solidarity, improved implementa-
tion of existing legislative tools being relevant for combating ter-
rorism and adoption of the proposals for measures discussed by
the Council, strengthening the fight against terrorism financing,
improvement of operational cooperation and coordination, exter-
nal activity and other tools. On 25th March 2004 the EU leaders
adopted Declaration on Combating Terrorism, which acts as a sup-
plement to Action Paper of the EU for the fight against terrorism
from the year 2001. One of the objectives of Declaration is to
protect the security of international transport. Terrorist attacks
aimed at transport systems in Madrid and London in 2005, which
resulted in loads of victims and which were caused by Al-Quaeda
cannot leave national and international terrorism in Europe unno-
ticed. Once those attacks for terrorist organizations such as IRA,
ETA and FLNC (National Front for the Liberation of Corsica) were
performed, a new period comes in the front, the period of searching
a new identity because provided you would wish to present yourself
as a militant willing to use violence as a tool of enforcing your own
political goal, you would face the resistance of the European public
poll.

Having witnessed the attacks on the U.S, Spain and Great
Britain, the need to protect and defend CI on the national and
international level has considerably grown up. That’s why the
countries and then international organizations themselves have
changed their legislation and organizational measures in order to
ensure the protection and defence of CI, which is from strategy
viewpoint, inevitable for the operation of the state and if lost lives
could be endangered that might reason immediate economic and
social damage.
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Critical infrastructure [2] is a strategic element for the state
and its failure would lead to a danger for the society as such. The
European Union makes huge efforts to prepare Europe for an ade-
quate response to terrorist attacks targeted at elements, buildings
and objects of CI including the protection of rail transport. The
current efficiency status of critical infrastructure protection within
EU seems to be insufficient; the states are not able to adequately
react to changing risk and threats conditions, nor they are able to
effectively operate and solve the terrorism-related problems.

2. Sources of critical infrastructure protection

In the whole process one may find a quality enhancement in
the understanding of security [5]. The principles that are placed
in the front are: international or regional cooperation, complexity,
comprehensiveness, planning, coordination, legality, subsidiarity and
proportionality. Such principles have been even applied by the EU
– draft of the Council regulation on identification the European
critical infrastructure and assessment of the need to improve its
protection. 

The draft responds to the EU objectives and is in compliance
with the objective stating “Keep and develop the Union as a space
of freedom, security and justice, which guarantee free movement
of persons and where appropriate measures related to protection
of external borders, asylum, migration and prevention and fight
against crime have their place” [7]. Moreover it responds to other
relevant documents adopted by EU such as “Prevention, readiness
and reaction to terrorist attacks” and “Green book on European
program on the critical infrastructure protection” (EPCIP).

The Commission is of the opinion that CI does exist in member
states and once being violated or damaged, two or more member
states might be affected. It is also real that the failure of critical
infrastructure in one state may affect the other member state.
Thus the Commission states that such critical infrastructures should
be identified and marked as European critical infrastructures (ECI)
and protective measures should be adopted. Namely, we speak
about an integrated approach on EU level that would act as a sup-
plement to national programs for the critical infrastructure pro-
tection.

For all member states there must be a common framework,
which would ensure coherent and united application of the prin-
ciples and procedures in dealing with the European critical infra-
structure. Common framework should deal first of all with the
following issues:
– determine basic notions, – determine sectors where critical infra-

structure will be identified, – elaborate methodology of risk and
threats analysis, – identify the methods of protection and scope
of security measures, – identify range and form of planning and
other managing documents, – determine principles for the pro-
tection of classified data, – determine scope and method of
material and financial provision.

A common framework defined this way should be applied in
the national programs either, partly for the protection of Euro-
pean critical infrastructure, but predominantly for other critical
infrastructures within a state.

The present requires an optimal, rational and effective system
of the protection and defence of CI, transport one including – rail
transport, whether we speak about separate areas, sectors, facili-
ties, objects or elements. States and international organizations are
expected to create institutional, legislative and organizational con-
ditions for the effective protection and defence. 

One of the main tasks within the Slovak security policy is to
continuously analyse risks and threats on the national and inter-
national level. Risk analysis is a necessary tool how to understand
threats in the world of globalisation, not excluding the analysis of
security system and the protection of social values. It is obvious
that building up isolated state units is not sufficient in this global
world; on the contrary it is necessary to build up integrated systems
where separate units are able to cooperate and get involved into
crisis situations solutions, join one’s own attempt according to the
scope and character of endanger.

By applying the subsidiarity principle, the EU concentrates
on the elements of world-wide significance and leaves other ele-
ments of CI system fall under the member states responsibility.
Member states contribute to the system by providing information
on threats and possible solutions; the system provides risk mapping.
All information providers must be assured that information will
be processed in an accurate and careful way. We must have at
a disposal appropriate legal framework to ensure that classified
information is processed properly and protected against unlawful
use or publishing. All it falls under the EUROPEAN PROGRAM
FOR CRITICAL INFRASTRUCTURE PROTECTION – EPCIP.
Its objective is to ensure reasonable and steady security protec-
tion, as few failures as possible and fast examined measures.

The level of protection should not be the same for all critical
infrastructures, but should be reasoned by the impact, which
could cause its failure. Basic criteria for the protection of critical
infrastructure are as follows:
– MS governments within their competence shall determine and

create the list of critical infrastructures according the EPCIP
priorities

– cooperation of industrial enterprises with government in order
to provide information and diminish the possibility of incidents
that would cause large or long-term breakage of critical infra-
structure

– attempt of European Community to create a common approach
how to deal with the security of critical infrastructures via the
cooperation of all public and private subjects.

Core principles of EPCIP are:
– subsidiarity – protection of critical infrastructure falls under the

responsibility of subjects mainly on the national level (MS and
owners, providers)
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– supplementary principle – a common framework of EPCIP
would supplement already existing measures. Introduced com-
munitaire mechanisms would ensure overall implementation of
the program

– confidence – information of critical infrastructure protection
would be kept in confidential environment and protected against
misuse

– cooperation of subjects involved – all subjects involved, includ-
ing MS are given a certain task in CI protection. MS bodies
would be appointed the leading and coordinating status in the
development and implementation of approaches for CI protec-
tion in a given territory. Owners, providers and users would be
actively involved on the national and EU level

– proportionality – protective strategies and measures should be
proportional to a certain danger. They should concentrate on
the most risky areas

– indivisibility of security – strengthening of CI in the EU could
be reached by the implementation of EPCIP, i.e. common objec-
tives, methods etc. which would enable the exchange of the best
practices and control mechanisms.

By its resolution no. 967 of 7th December 2005, the Slovak
government adopted “Plan for the Security Council of SR for the
year 2006” and put vice-chairman of the Slovak government and
Economy Minister under an obligation to submit the “Conception
of critical infrastructure in SR and the protection and defence
methods”, which was performed. By its resolution no. 120 of 14th

February 2007 the government adopted the draft of submitted
conception and at the same time requested to elaborate the National
program for the protection and defence of CI in SR and submit
the bill on critical infrastructure. Submitted conception creates
a sufficient space for complex elaboration of CI in SR in connec-
tion to EU standard.

3. Subjects of protection and sources of critical
infrastructure protection

Subjects [6] involved in the protection and defence of rail
transport are:
– international organizations, international partners

EU – common security policy, common security measures (rec-
ommendations), common legal protection of CI
COLPOFER, RAILPOL – cooperation

– government, public administration
legislative, executive and judicial power, adoption of legal frame-
work for the protection and defence of rail transport, division
of competences into public authorities, SIS (Slovak Intelligence
Service), police, railway police and armed forces competences,
etc.

– territorial units
integrated rescue system, evacuative plan, civilian emergency
planning

– state and private economic operators
Railways of SR (Železničná spoločnosť, a.s.).

Subjects involved in the solution of rail threats concentrate on
the following areas:
– risk and threats monitoring and analysis, development tendencies 
– strengthening the protection of objects and facilities 
– defence of separate objects and facilities against possible ter-

rorist attacks
– civil protection tasks, alleviation of consequences, health service,

vet service, consolidation of area of activities or state region
– emergency operation of rail transport, emergency transport of

citizens and loads, emergency routes
– recovery of functional and effective status of rail transport.

Police competences result from the legal framework, which
also determines the scope and contents of involvement. Accord-
ing to the valid legislation and international agreements binding
for the Slovak Republic we may state that the police services
(armed security forces and armed forces) concentrate on the com-
petences and tasks resulting for each state in the area of protec-
tion and defence. Railway police have at their disposal power and
tools to accomplish all the tasks related to prevention, lowering
the risk of being endangered, warding off the attack, alleviation of
consequences and substitute operation of rail transport. 

In order to perform the job of the Railway police effectively,
the risk analysis and assessment should give a response to the
basic questions such as:
– Which elements of rail transport, facilities, premises and objects

might be endangered?
– What are possible targets of terrorist attacks (destruction, con-

tamination etc.)?
– Where are these targets situated?
– How might these targets be reached (taking hostages, kidnap-

ping, etc.)?
– What are the weak points of rail transport protection?
– Who are potential terrorists?
– What is the level of training of persons in charge of the protec-

tion?
– How are technical tools applied?
– What is the cooperation with the police, rescue and emergency

services (armed security forces, armed forces)?
– How is watch service applied for citizens (warning system) and

public administration?

While drafting the plan of the protection and defence we follow
the conclusions of the risk analysis and assessment as well as
determine the terrorist goals. The attacks may be targeted at ele-
ments, facilities and objects of the rail transport such as:
a) trafo-stations and switch-control rooms, high tension nets,

energy supervisor, compress stations
b) cars, stocks with chemical materials – burning, explosive, poi-

soning (ammonia) etc.
c) cars, stocks with radioactive material, etc.
d) rail crossings, bridges, tunnels, etc.
e) trains, railway stations
f) destruction, violation of the transport (e.g. violate the direction)
g) connecting systems including communication systems and

technologies etc.
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Nuclear (radiological) terrorism may be of the following forms:
the use of stolen or otherwise obtained ready-to-use nuclear gun,
the attack by the use of nuclear explosive device made from stolen
cut material, the use of device in order to disperse explosives of
highly radioactive (radiological) material (so-called dirty bomb)
or the attack or sabotage against nuclear (radiological) device [3]
or transport, where radioactive dispersion is possible.

Transport of radioactive materials is in the process of devel-
opment due to their increasing usage. There are approximately 1.5
millions deliveries in the EU within one year. Such a transport
joint with the production of electricity represents, in fact, a small
percentage out of overall number of such deliveries.

At this point, regulations and procedures valid in individual
states come to the front. Nowadays, the internal regulations of the
states are more or less the same, since they are based on interna-
tional requirements (ADR – The European Agreement concerning
the International Carriage of Dangerous Goods by Road, RID –
the International Carriage of Dangerous Goods by Rail, ICAO –
International Civil Aviation Organization, IMDG – The Interna-
tional Maritime Dangerous Goods). It is more than important to
carefully apply such requirements.

Transport of radioactive material in Slovakia is set by Act
no.94/2007 Coll. from 7th February which is a supplement of Act
no. 541/2004 Coll. on peaceful usage of nuclear energy (nuclear
act) as amended and which changes the Act no. 238/2006 Coll.
(act on nuclear fond). Besides others, the Act determines the
competence of the Bureau of Nuclear Supervision in the Slovak
Republic in the field of transport and loading of nuclear material,
radioactive waste and burnt nuclear fuel, physical protection of
the nuclear material transport and emergency planning. The act
takes into account the requirements issued by International Agency
for Nuclear Energy. 

Besides administration documentation necessary for citizens’
security, the Bureau approves, first of all, the means of transport
usable for no longer than a five-year period. Valid are the regula-
tions of the above mentioned act no. 94/2007Coll. as well as the
provisions of the Bureau of Nuclear Supervision in the Slovak
Republic which determines the details on requirements for the
transport of radioactive materials (decree no.57/2006 Coll.). This
decree regulates the procedures and methods of road, water, and
air transport of radioactive materials.

When terrorist attack (using biological, chemical and radio-
logical material) [5] is in question we must respect the fact that
the society cannot be fully ready for any circumstances. Further-
more we must take into account the fact that a possible biological,
chemical and radiological attack always brings its casualties.
However, we must create, build and prepare a system, which would
considerably reduce the number of these casualties. First persons
who will respond to such attacks are members of Fire and Rescue
Service, teams in charge of loading dangerous material, members
of Railway Police and health rescue services and medical person-

nel since they will provide a first aid kit, maintain public order,
search and prosecute offenders. Thus the requirements for train-
ing of such units are tough in order to improve their experience
and skills.

Security authorities are empowered to eliminate the risk on
maximum. One of the key players is the police and its coordina-
tion with other security services, mainly with Slovak Intelligence
Service whose primary task is to obtain and analyse the informa-
tion on organized terrorism. Railway police and the police itself
are the core elements of the security system in the state and such
a system must be comprised even in the protection of rail transport
against terrorist threats. Nowadays, there is a need to improve the
efficiency of the protective measures in the area of prevention,
criminal intelligence, investigation and special task services, their
use in our environment by relevant means, appropriate methodol-
ogy of service activities within the cooperation and concurrence.

4. Conclusion

Plans in crisis situations must follow the principles and con-
ditions of the fight against terrorism and respect the conditions
and specifics of a certain area, territory and object. The plans are
becoming practical measures and instructions in case the trans-
port has been violated and basis for tactics of how to face them
effectively and actively. The crisis plans may have different forms,
however we may divide them into three categories, each of them
has its own emergency measures. The categories are: measures
against terrorist act, measures in the course of terrorist act and
measures after the terrorist act is over. 

To prevent and avoid the rail transport from being endangered
it is necessary to have at a disposal certain measures, sufficient
and effective forces and tools of the railway police. The goal of
these preventive measures – actions is to discourage offenders and
to pull them away from the attractive targets. If, nevertheless, the
attack is performed, the measures enable to use those forces and
tools in the territory in order to respond to the attack, search,
isolate and apprehend the offenders.

One of the most effective measures is to perform security
measures before the terrorist attack takes place [1] – in a certain
territory. Such measures may be realized as a kind of the police
preventive activities. Their scope, intensity and period will result
from the level of danger (confirmed by intelligence activities, etc.)
but, however still there is a space for political and economy deci-
sions.

Protective and defensive police actions, which target at the
protection and defence of the rail transport might get a global
(international), regional (over-national) and local (national) char-
acter. Most frequently the preventive police actions will focus on
the immediately endangered territory of rail routes, protection of
objects – railway stations, stocks, cars and rail telecommunica-
tion.



44 � K O M U N I K Á C I E  /  C O M M U N I C A T I O N S    1 / 2 0 0 8

References:

[1] CIGANIK, L., JASSOVA, E.: Terrorism (in Slovak), Ustav politickych vied Slovenskej akademie vied, VEDA, Bratislava, 2006,
ISBN 80-224-0892-1.

[2] HOFREITER, L.: Protection of critical infrastructure (in Slovak), 9. vedecka konferencia s medzinarodnou ucastou, 1. a 2. cast,
ZU Zilina, 2004, ISBN 80-8070-272-1.

[3] KIS, M., HRABOVSKA, D.: Developmental models of crisis situation and application of measures related to economic mobiliza-
tion in order to eliminate negative consequences of crisis situation (in Slovak), 9. vedecka konferencia s medzinarodnou ucastou,
1. a 2. cast, ZU Zilina, 2004, ISBN 80-8070-272-1.

[4] KULICH, M. et.al: Terrorism (in Slovak), Terorizmus destabilizujuci fenomen sucasnosti a boj proti nemu, Bratislava: MO SR,
2002.

[5] PAWERA, R.: New insight into European Union security (in Slovak), Policajna teoria a prax, Akademie PZ, Bratislava, 3/2004.
[6] PRUZINSKY, M.: Protection of critical infrastructures (in Slovak), 9. vedecka konferencia s medzinarodnou ucastou, 1. a 2. cast,

ZU Zilina, 2004, ISBN 80-8070-272-1.
[7] SIMAK, L.: Security system of SR after EU entry (in Slovak), Ochrana osob a majetku, Kosice, 2004, ISBN 80-969148-7-1.
[8] Conception of internal security of the Slovak Republic.
[9] National action plan of the fight against terrorism of the Slovak Republic.

[10] Constitutional law and other legislative regulations stated.
[11] European Commission action paper in response to the terrorist attacks on Madrid.



45K O M U N I K Á C I E  /  C O M M U N I C A T I O N S    1 / 2 0 0 8   �

1. Introduction

Today, the project has become a standard part of our lives.
The projects are realized for example in research, construction area
and in services. People understand a design and project as some
graphical forms which represent certain situations. Today we under-
stand a design, project activities and project in a different way. The
design includes many complex activities which are connected by
the project preparation, realization, working and assessment.

2. Concept Definition of Project

Today people understand the project as a process of planning
and management of big operations. We can see not only the result
– project documentation – but also the creative process. There are
many definitions of the “project”. These definitions can be reduced
to the following:

The project is the systematic suggestion for the realization of
definite innovation with the period of beginning and completion,
the innovation with regards to time limit, realization of the output,
costs and quality [1].

Every project is unique and this quality is managed with the
monitoring of defined goals and with the concreteness of the con-
ditions and environment in which is realized.

3. Categories and types of projects

The projects will be different due to the existence of all these
presented characteristics not only in terms of extent, cost and time,
but also in terms of its content. This is the reason for classifica-
tion and categorization of projects according to their type. 

IMPLEMENTATION PRINCIPLES OF THE PROJECT
MANAGEMENT BY A SECURITY SYSTEMS DESIGN
IMPLEMENTATION PRINCIPLES OF THE PROJECT
MANAGEMENT BY A SECURITY SYSTEMS DESIGN
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Fig. 1 Output of the project

Fig. 2 Characteristics of the project
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3.1 Categories of projects

– complex: a long-time, unique project with a special organiza-
tional structure, this project includes many activities,

– special: an intermediate-time project, this project includes fewer
activities requiring temporary additional staff,

– simple: a little project, which is realized in a short period, limited
number of activities, and requires a limited number of staff. 

3.2 Types of projects

– building projects: all types of projects, their goal is a new con-
struction or reconstruction of an existing object, 

– research and development projects: projects of strategic impor-
tance, which provide innovation in different economic areas,

– technological projects: projects which include new technologies
to secure production effects (optimalization of technological
and material flow, reserves detecting, etc.) and these projects
bring the effects of time and space structure into production,

– organization projects: these projects include the change of exist-
ing structures [2].

4. Organization structure of project

The quality of project management depends mostly on people
who are holders of the quality. It depends not only on their indi-
vidual ambition but also on activities of the whole project team.
The members of project team follow defined goals.

There are many interest groups involved in the realization of
the project. Every group follows its own individual or group goals.
The task of project manager’s focus is the harmonization of indi-
vidual and group goals with the project goals. These things are
necessary for successful project achievement.

There are many subjects participating in the project (see Fig. 3).

4.1 Basic tasks project team members

Project sponsor – mostly managers of the company, 
Project control – accredited member of the managers, responsi-

ble for the projects and is their coordinator at the same time,
Expert team – a group of experts, they co-operate with managers,

who show interest in the project assignment and evaluate the
process of steps, utilization of disposable sources, and effects
of the project entry,

Contractors – they deliver products, work or services,
Managers of the project teams – they are responsible for the work

of the project team (working on the subprojects),
Project manager – the key person creating the project planning,

deciding about special positions in the project, coordinating
various tasks from the beginning to completion and transfer-
ing outputs to the customer and its following administrative
completion [4].

5. Security systems design

The methodology of the design in the area of security systems
is not defined as expressly as in the other areas (engineering, elec-
trical engineering, building industry, etc.).

The design of security systems can consist of the following
steps:
– risk analysis: includes analysis of the security environment, risk

identification, their classification, assessment and priority,
– simulation: consists, for example, of simulation of functional

behavior in selected parts of the security system,
– construction (designing): schematic design of components in

security system with the use the location symbols,
– optimization: effective harmonization of various components

in the security system,
– verification of designed security system,
– project of security system,
– validation of security system.

6. Software tools of design

The functioning of modern production, systems, and techno-
logical operations is not possible without consistent automation
of preparation, production and monitor stages during the whole
process. We use various software tools by the project management,
which are very helpful during the project creation and they make
work for the whole project team easier.

These tools are used mostly by projects of a great extent,
where they have an irreplaceable task. The realization of the project

Fig. 3 Structure of the project team
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would not be possible without them or it would be realized with
problems. The mostly used software tool in this area is MS Project
(Fig. 4).

Not only we can create completely new projects, but also it is
possible to use “model projects” (templates). Advantages of this
program are invaluable mainly for projects of a great extent.

When creating projects we can use the MS Visio software
(Fig. 5). It creates simple drawings, schemata and also planning
of simple tasks in the project. 

This program consists of various categories which include
some relevant templates. It is comprehensible for a common user
as well and sufficient for a projects of lesser extent. 

The software tools named CAD (Computer Aided Design) is
also used, for example the AutoCAD program. A big group of

users apply this program when creating a project documentation
including creation of space models. The advantage of this system
is especially its exactness, saving of existing data, and the fact that
we can create data bases for the using and creating various project
documentation [3]. AutoCAD (Fig. 6) is the mostly used graphi-
cal system in the world. It offers a whole file of tools for 2D and
3D construction including the surface and dimensional simula-
tion. It consists of various modules which make use of application
program languages real. These application programs are adapted
to the conditions of the local technical environment. It is impor-
tant to use all professional tools for designing.

There are also many others programs which can be used for the
design of the security systems. One of the CAD programs which
can be used in the security area is for example Video Cad (Fig. 7). 

This software makes possible the design and correct location
of security cameras in the space for their correct function and
effective utilization, especially with reference to the requirements
of customer.

Fig. 4 Working environment of MS Project

Fig. 6 Working environment of AutoCA D

Fig. 7 Working environment of VideoCA D

Fig. 5 Structuring of the categories in MS Visio
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7. Conclusion

The presented software tools are possible to use in the area of
security systems design. In the future it is necessary to integrate all

the project phases of the security systems design with the utilization
of acquired experiences. At the same time it is important to define
the methodical principles, basic process, management, control and
responsibility for the realization of a security project.
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1. Introduction

The main objective of the National Institute for Nuclear,
Chemical and Biological Protection is to contribute to the protec-
tion of people and the environment against hazard under specific
conditions, in which chemical, biological, radiological, nuclear
(CBRN) substances and explosives are involved. Safety Engineer-
ing, according to various definitions in the literature, refers to any
act of accident prevention with an obvious goal to increase the
safety of operations, processes, systems, etc. Within this meaning,
the Institute research activities concentrate on the methods and
procedures closely related to this field of engineering. 

It is evident that human activity will always unavoidably involve
risks to safety. Improving the safety means reducing the risk. If all
risks cannot be fully eliminated it should be interpreted that fewer
fatalities, injuries and less damage occur to the property and the
environment in case of an incident. 

2. The background

It is a common routine of the authors dealing with the problem
of the protection against CBRN substances to stress their potential
abuse (terrorism) or to quote facts of their releases/spills in the
past – either as a result of industrial or natural disasters. We do
not consider it necessary to impress upon the readers the neces-
sity of reasonable readiness of the society for such a potential inci-
dent. The following facts may probably have a more informative
value about the attention paid to the protection against CBRN
substances than any citations of the literature, normative acts, sci-
entific authorities and historical events.

1. Starting in 2007, the EU will spend approximately )200 million
per year for dual-use homeland security research projects. The
EU money will be spent on technologies to support four broad
missions:
� border security; 
� protection of critical infrastructure; 
� crisis management; 
� anti-terrorism/counter-crime.
A substantial part of this amount will be funding civil-military
emergency response projects against biological, chemical and
nuclear threats1).

2. There is an enormous quantity of publications in the literature
and, if you put the key words (e.g. CBRN, weapons of mass
destruction, NBC protection, terrorism, etc.) in the most
common search engines on the world web, you may receive
tens to hundreds of million references.

The issue of the protection against CBRN substances is very
comprehensive and complex. On top of that, there exist lots of
conventions, treaties, decisions, recommendations, etc. for each indi-
vidual group of these substances, i.e. chemical, biological, radio-
logical and nuclear ones, adopted at the international level and
a corresponding number of various organisations controlling their
observance. These organisations lay down different requirements
for handling the individual groups of CBRN substances. Heteroge-
neousness of the requirements is due to the time of establishment
and different historical development of the relevant organizations.
The non-proliferation regimes according to the Australia Group –
applied through the national export systems of the participating
states – and the treaty based regimes in the case of the Chemical
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Weapons Convention2) (CWC) or the Biological and Toxin Weapons
Convention3) (BTWC) can serve as an example.

There are only a few countries in the world (and the Czech
Republic is one of them) that are striving for the implementation
of the internationally adopted principles from one centre. The
supervision over the peaceful use of CBRN substances in the Czech
Republic (CR) in compliance with international conventions stays
within the competency of the State Office for Nuclear Safety
(hereinafter the Office). The Office, apart from the supervision
over the utilisation of nuclear power and nuclear materials, executes
also the function of the National Authority of the Czech Repub-
lic for the implementation of the CWC and since 2002 it has also
been fulfilling this task in relation to the implementation of the
BTWC. The priorities of the Office are, from this point of view,
strict controls of industrial facilities, import and export organisa-
tions, laboratories and other facilities where nuclear, chemical and
biological substances are handled. Such controls should exclude
any malpractice both from the respect of fulfilment of the objec-
tives and the subject-matter both of the national legislation and
the adopted international obligations.

Technical aspects of the supervision performed by the Office
in the field of radiation protection and control of the observance
of prohibition of chemical weapons and bacteriological (biologi-
cal) and toxin weapons are guaranteed in a large extent by the
National Institute for Nuclear, Chemical and Biological Protection
(hereinafter the Institute or SUJCHBO, v.v.i4).) established by the
Office. The current organisational structure of the Institute (except
for some elements like the Board and the Supervisory Board) was
established only in 2000; nevertheless it has more than a fifty-year
old history. The Institute’s existence is closely linked to the boom
of the uranium industry in the Czech Republic when the prede-
cessor of SUJCHBO, v.v.i. provided mainly monitoring of miners
under extreme climatic conditions. After the reduction of uranium
ore mining at the beginning of the nineteen-nineties, the Institute
transformed to providing expertises and responses to emergences.
The transformation was successfully concluded during 2000 when
the Institute’s scope of activities was gradually getting narrower
and specialised in the three fields: nuclear, chemical and biologi-
cal protection. Concurrently, the Institute’s instrumentation for
the aforementioned activities got improved, its capabilities got
extended and the Institute has become the main technical support
body to the Office.

3. The contribution

SUJCHBO, v.v.i. as a public research institution (within the
meaning of Act No. 341/2005 Sb5). on Public Research Institu-

tions) has been designated to execute research and development
activities focused basically on the identification and quantification
of radioactive, chemical and biological substances for evaluation
of their impact on persons and the environment since January 1,
2007. To perform the aforementioned principal activity, the Insti-
tute solves, either individually or in co-operation with other enti-
ties, comprehensive research tasks.

Main research and development activities that have been
recently completed and/or are still on schedule at both the national
as well as international level include:
� Research project “Study of material and personal factors for per-

sonal protection against chemical and biological agents includ-
ing their detection and identification”, which is divided into
five sub-projects:
� Methods for quantification of highly toxic chemical agents

according to Schedule 1 of the CWC 
� Identification and quantification of compounds of biological

origin by Liquid chromatography mass spectrometry (LC-MS)
method

� Elaboration of methods for rapid and effective detection of
biological agents

� Study of permeation velocity of toxic agents and surrogates
through the protective materials in order to estimate the reli-
able time of personal protection

� Physiological evaluation of effect of protective clothing inner
layers’ composition for the optimisation of their use

� Research project “Monitoring and evaluation of natural sources
of ionizing radiation”

� Research project “Detection and identification of B agents by
methods based on mass spectrometry” that is focused on detec-
tion and identification of B agents by MALDI-TOF mass spec-
trometry

� Research project “Protection against CBRN substances”, which
deals with specific requirements for the protection of First
Responders

� The research project “Physiological aspects of personal protec-
tive equipment on their users”; its objective is to monitor the
physiological behaviour of the user – the organism response to
the workload, determination of usability or tolerance time to
the protective means

� International research project “Innovative Measures for Protec-
tion Against CBRN Terrorism” (IMPACT) in the framework of
Sixth Framework programme “Preparatory Action on the
enhancement of the European industrial potential in the field
of Security research” (PASR), where the main contribution of
the Institute was in the area of CBRN decontamination.

It follows from the aforementioned that a decisive part of the
Institute’s activity is the research focused on evaluation and devel-
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2) The commonly used term for the “Convention on the Prohibition of the Development, Production, Stockpiling and Use of Chemical Weapons and
on their Destruction”

3) The commonly used term for the “Convention on the Prohibition of the Development, Production and Stockpiling  of Bacteriological (Biological)
and Toxin Weapons and on Their Destruction”

4) Acronym “v.v.i” stands for public research institution
5) Sb. stands for the Collection of Laws
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opment of personal and collective protective equipment against
CBRN substances, on their detection, identification and deconta-
mination.

The secondary activity of the Institute is an activity per-
formed in public interest, especially on the basis of demands of
the competent organisational bodies of the state or territorial self-
governing units with an objective to provide them professional
support for their decision-making activities, assist in performing
their tasks, including their education and training. Such activities
are performed mainly by the Institute’s involvement in the Inte-
grated Rescue System of the Czech Republic (IRS CR).

As a part of other activities, SUJCHBO, v.v.i. also performs
accredited and non-accredited tests and expertises, it organises
professional courses, trainings and other educational events; per-
forms consultancy, including research of partial problems related
to its principal activity.

The Institute is a holder of relevant licences making it possible
to handle and test otherwise prohibited chemical and biological
agents or toxins. Meaningful research, development and testing of
special protective equipment, investigation within the framework
of the Institute’s involvement in the IRS CR, as well as any other
expertise in the given field, can be performed only under these con-
ditions.

The Institute’s laboratories have a Europe-widely recognized
accreditation for the below listed activities. SUJCHBO, v.v.i. has
also been authorized by the Office for Technical Standardisation,
Metrology and State Quality Control as a metrological centre for
calibration, verification and technical examination of the deter-
mined gauges of radon volume activity and radon equivalent volume
activity.

Professional activities of the Institute are performed by the
departments of nuclear, chemical and biological protection and
an independent department of monitoring support.

� Nuclear Protection Department is focused on radon measure-
ment and evaluation of its abundance, preparation, processing
and evaluation of track detectors within the Radon Programme
of the CR and beyond such programme. It also carries out per-
sonal dosimetry and monitoring of the environment in the vicin-
ity of ionizing radiation sources, as well as both laboratory and
field measurements of radioactivity.

� Chemical Protection Department and its laboratories are
focused on detection, identification and quantification of
highly toxic chemical agents in the working and natural envi-
ronment. These activities are carried out both in laboratory and
field conditions. It also evaluates quality of chemical and other
special personal and collective protective equipment as well as
quality of critical infrastructures protection. The department
elaborates methods for their testing and participates in their
development and standardization. Significant activity of the
department is its support to the supervision exercised by the
Office staff according to Act No. 19/1997 Sb. as amended.

� Biological Protection Department is focused especially on pro-
tection of persons under extreme conditions, including evalua-
tion of personal protective equipment from the point of view of
working and heat load. Besides, the department deals with detec-
tion and identification of biological agents and toxins. Such
activity is utilised for the development of biological agents’
detection methods and for supporting the supervision exercised
by the inspectors of the Office according to Act No. 281/2002
Sb. as amended.

� Independent department of monitoring support conducts mea-
surements in the vicinity of former and existing regions of
uranium industry and mining works. It processes the results
from the entire territory of the country, provides inspections, as
well as support to the Radiation Monitoring Network of the
Czech Republic in an air monitoring.

The Institute co-operates, within agreements concluded with
other government departments, especially with the Ministry of
Interior – General Directorate of the Fire Rescue Service of the
Czech Republic, in solving all serious issues related to CBRN sub-
stances. 

After the terrorist attacks in the USA on 11th September 2001
and after the subsequent wave of “anthrax consignments”, such
a “campaign” did not avoid the Czech Republic either. The first
consignments appeared only about a month after the attack, and
during the next three months, i.e. from October 15, 2001 to January
14, 2002, the Fire Rescue Service and/or the Police of the Czech
Republic registered 2175 suspicious consignments. Due to its
capabilities, instrumentation and its scope of activities, making it
possible to analyse all possible components of the suspicious con-
signments in one site, the central Crisis Staff of the Czech Republic
designated the Institute for collection and analyses of “suspicious
consignments” and/or any other abandoned suspicious packages
(potentially dangerous items) from the whole territory of the
country.

More than 8000 consignments have been transported, mostly
by the IRS CR, to the Institute for expertises and identification of
unknown substances so far. These consignments and found items
were processed according to the approved procedure based on the
safety at work principles. The whole line for processing the exam-
ined items is designed to maximally ensure safety of operators as
well as working environment. The coating compounds applied in
the used areas are resistant to chemicals, possible toxic agents and
decontaminants. Collection of decontamination waste products is
solved in compliance with relevant regulations and standards.

To enhance safety during risky operations, the Institute devel-
oped various specialized equipment. One of them is a remotely
operated drilling unit fitted in an air-tight container that can be
filled with inert gasses. The container is equipped with cameras in
such a way that the whole system is resistant to chemicals and
pressure to specified extent. It can be connected to the filter-ven-
tilation system and/or to any reservoir (see Fig. 1 bellow). It is
successfully used for opening cylinders with unknown content as
well as suspicious ammunition with an indeterminable content or

R E V I E W
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with a proved content of liquid. Though the examined ammuni-
tion found from World War II was smoke ammunition (filled with
a mixture based on chlorsulphonic acid) in all the cases, it is gen-
erally known that the same artillery projectiles were also filled
with bis(2-chloroethyl)sulphide (mustard gas).

In the area of research and development the Institute closely
co-operates with other research institutions of the Academy of Sci-
ences and the Ministry of Defence of the Czech Republic, univer-
sities, especially the University of Defence, the South-Bohemian
University in České Budějovice and the Faculty of Safety Engi-
neering in Ostrava. 

Among the Institute’s basic achievements at the international
level is its assistance to the Organisation for the Prohibition of
Chemical Weapons (OPCW) and a bilateral co-operation with The
Netherlands’ Organisation for Applied Scientific Research (TNO).
The Institute closely co-operated with well known European research
institutes (EU Joint Research Centre JRC Ispra, the French Centre
d’Etudes du Bouchet CEB, the Swedish Defence Research Agency
FOI, Technical Research Centre of Finland VTT and others)
within a multi-national consortium in PASR “IMPACT”. In the
last years, very significant was the co-operation of SUJCHBO,
v.v.i. with Bruker Daltonics GmbH. The Institute developed a data-
base of highly hazardous biological agents for MALDI-TOF mass
spectrometry system on the basis of Bruker’s requirements and in
co-operation with the company.

For the coming years the tasks and requirements of the Office
will remain the Institute’s activities priority. Nevertheless, the
Board and the Management link the scope of the Institute’s future
activities and further development also with the most demanding
tasks of the protection against CBRN substances at the interna-
tional level. Thereby the future activities will focus on the devel-
opment of:

� Realistic scenarios to face CBRN threats,
� Testing methods
� Training and exercises

for complex systems being as close as possible to field conditions,
with the following two main objectives:
1. Testing the quality of the protective materials and complex

systems for CBRN protection
2. Contributing to the optimization of:

� the use of the existing and newly designed protective systems
and materials,

� the methodologies for detection, identification and protec-
tion,

� studies concerning behaviour (distribution, stability, etc.)
of CBRN substances and/or surrogates in the environment
under different conditions,

� measurement/testing of the protective clothing and systems
as well as cross-validation of the results,

� bulk systems testing in real conditions.

The Institute wants to be more engaged in some of the OPCW’s
activities, especially in providing training to international inspec-
tors and/or experts of the aforementioned organisation. The staff
is ready and willing to be more closely involved in the Organisa-
tion’s special projects. 

The nearest objective in the field of testing is to complete the
construction of a laboratory for large-scale tests to be conducted
under real conditions. The laboratory could also be used for the
simulation of industrial accidents and testing of large-scale objects
within e.g. the “European Technology Platform for Industrial Safety”
(ETPIS). SUJCHBO, v.v.i. closely follows the activities within the
new European Community Regulation on chemicals and their
safe use “Registration, Evaluation, Authorisation and Restriction
of Chemical Substances” (REACH) that entered into force on 1
June 2007. Here, we can also see certain possibilities in providing
expertises and engaging the Institute’s capacities in some of the
tests, especially the ones related to chemicals determined by the
CWC (i.e. the Scheduled Chemicals).

Increased attention will be paid to the European Commis-
sion’s numerous calls-for-proposals through its Seventh Frame-
work Programme for research (FP 7 2007-2013). The objective is
to actively participate in the fields of security research related to
the protection against CBRN substances. The Board and the Man-
agement of SUJCHBO, v.v.i. consider it as a chance for the Insti-
tute to influence and participate in the debate on a new EU-wide
health and safety standards, requirements and best practices.

4. Conclusions

The Institute, since its foundation, has significantly contributed
to the improvement of protection of people and the environment
in case of intentional or accidental release of CBRN substances.
It has provided a wide range of expertise on security related sci-
ences and research from general safety issues to security-oriented
subjects. Its activities in the field of protection against hazardous
substances are based on the following general principles:

R E V I E W

Fig. 1 Example of specialized equipment developed at the Institute
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� Anticipate, identify and evaluate hazardous conditions and prac-
tices, 

� Develop hazard control designs, methods, procedures and pro-
grammes, 

� Implement, administer and advise others on hazard control pro-
grammes,

� Measure, audit and evaluate the effectiveness of hazard control
programmes.

Testing various equipment complexes and modelling a wide
range of behaviour of surrogates and real CBRN substances in the
near future with the aim to acquire data for reduction of their
impact on persons and the environment, should increase the quality
of protection against such hazard. The expected research results
should be usable not only for further development of science and
technology, but mainly for concrete technologically feasible mea-
sures in the given field.

R E V I E W
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1. Introduction

The priority of critical infrastructure protection is given by
efforts to preserve the functionality of public authorities. If the
functionality of public authorities is preserved, then an assump-
tion exists that also the population has a real chance of surviving
a crisis state or situation without serious health damage. The com-
plexity of ensuring the protection of critical infrastructure is given
not only by the fact that it is a case of areas of decisive importance
to the operation and functioning of the state, but also by the fact
that many elements may significantly influence their surround-
ings, and cause thus a certain “domino” effect.

Then, the cardinal issue is a question of knowledge of indi-
vidual limits of the system of critical infrastructure, and thus the
determination of adequate protection.

What are the objectives of critical infrastructure protection?

As a simple answer we could use, e.g.: “When taking into
account all threats and risks, the objective of critical infrastructure
protection is to ensure the functioning of critical infrastructure
objects, their interrelations and thus the creation of a basic pre-
condition for the functioning of the state”.

This general definition can be specified, for instance, as follows:
� A need to select critical infrastructure objects on individual

management levels:
� The preservation of basic functions of a territory (municipality,

region, state).
� The preservation of basic functions of the state.
� The preservation of functionality of objects necessary for dealing

with incidents.
� The protection of potentially threatened objects.
� Establishing communication between the public authorities and

entities of critical infrastructure.

The basic question of critical infrastructure protection is then
the finding of interrelations between individual systems of critical
infrastructure. By finding these interrelations we are able to assess
or evaluate much better their vulnerabilities and consequences on
the other systems of critical infrastructure. A result of critical infra-
structure protection should be the minimization of consequences
of infrastructure destruction so that damage to the functions of
public authorities or services may be:
� short-term
� sparse
� controllable (also temporarily)
� limited in area.

To meet these preconditions, at first we must find risks, denote
them, be aware of their interrelations across the systems of criti-
cal infrastructure, and accept adequate measures to eliminate the
risks found. Countries can have various priorities and also different
conceptions concerning which countries or elements of critical
infrastructure should be included into the critical infrastructure.

The Security Council of the Czech Republic Table 1
has determined the basic areas of critical 
infrastructure as follows:
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With regard to the fact that in the framework of EU any
unambiguous method for the search for individual critical points
of systems and their interrelations is not determined, the follow-
ing part presents the opinion of authors about one of possible
solutions for the analysis of critical infrastructure elements. 

2. Network Analysis

For easy understanding, a network is necessary to be conceived
as a large pattern with a large number of nodes and links. It is
important to realise that we do not only search for individual ele-
ments that may endanger their surroundings, but that we search
also for their interrelations by which a failure can spread. Some
segments of critical infrastructure are of network character (road
network, energy supply network); the other segments depend directly
on these networks.

We are looking for a network model. We can say that individual
objects can form network nodes. Pathways within the CI system
then can be links between the nodes. However, we can see this
problem also from the point of view of e.g. electricity distribution.
Somewhere the transformer station will be located, from which
electricity will be delivered to individual objects. Here, a system of
distribution substations or switchboards will be implemented and
electricity will be distributed to the last machine, to the last office.
If we search further, it will be surely possible to map, describe and
plot these networks. 

2.1 Risk Concentration.

Risks endangering a network infrastructure are usually distrib-
uted non-uniformly in the network, concentrated into a relatively
small number of “critical” nodes. These nodes are easy-to-identify
by the number of links to other nodes and the capacity of them
(according to the segment considered).

A difference between the uniform and the real distribution of
nodes in the network is clear from Fig. 1.

Graphs in Fig. 1 were constructed by using the Scale-free Sim-
ulace program [1, 2].
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HEALTH CARE – Pre-hospital urgent care 
– Hospital care 
– Public health protection 
– Production, storage and distribution of 

pharmaceutics and medical means

TRANSPOR-
TATION

– Road 
– Railway 
– Air 
– Inland water

PUBLIC 
AUTHORITIES

– State authorities and local authorities 
– Social protection and employment 
– Execution of justice and prison service

EMERGENCY
SERVICES

– Fire and Rescue Service and Fire Brigades 
– Police of the Czech Republic 
– Army of the Czech Republic 
– Monitoring services of radiation, chemical and

biological protection 
– Prognoses, alert, warning service

BANKING AND
FINANCIAL
SECTOR

– Finance
– Banking 
– Insurance 
– Capital market

COMMUNICATI
ON AND 
INFORMATION
SYSTEMS

– Fixed net services 
– Mobile net services 
– Radio communication and navigation 
– Satellite communication 
– Radio and television broadcasting 
– Postal and courier services 
– Access to the Internet and data services 

Fig. 1 Random frequency distribution in the network versus real node distribution in the network
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The problem of network infrastructure protection often con-
sists in the fact that we cannot afford to realise protection always
on the same level for the whole network, and thus it is necessary
to search for critical points – their putting out of action will bring
the greatest damage. It is effective to protect just these points.

2.2 Networks, Cascades.

A sector failure is often caused by a cascade failure in the
network. A relatively small fault in one node spreads through the
network to other nodes, e.g. by a series of errors, the propagated
error thus may lead to a collapse of the whole network. It is a veloc-
ity at which the fault spreads and the velocity at which individual
nodes are repaired that will decide whether the damaged infra-
structure will be finally restored or will collapse.

2.3 Simulation – an Approach to Searching 
for a Solution.

In studying networks, modelling as well as simulation is today
implemented by special software. Simulations are usually based

on the repeated application of simple principles in the universe of
simulation, by which the gradual organisation of universum uni-
verse by an emergence effect will be achieved. 

An example of result of such a simulation is presented in Fig. 2.

3. Vulnerability Analysis

To be able to assess quantitatively the vulnerability of a sector,
we can use the vulnerability analysis that represents a model of
vulnerability of critical nodes. The analysis consists of network
analysis; for the determination of reliability of the whole system,
engineering tools are used. These tools provide a complete system
for the identification of system weaknesses and vulnerability esti-
mation, and on the basis of this information we can determine
steps leading to an increase in security. If we are able to find thus
weak points of the system, in the following step it will be possible
to madke the analysis of these critical points focused on searching
for a possibility of synergetic effects of expected incident. 

R E V I E W

(start of the simulation)                                                                            (end of the simulation)
Fig. 2 A pplication of shortest path principle to a randomly generated network
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3.1 A Model Based on the Vulnerability Analysis.

The basic model of vulnerability analysis is a comprehensive
analysis method that puts the network, faults (events) and relia-
bility analysis together into one method for the quantitative sector
analysis of a branched network. In the analysis, network branch-
ing is evident. We analyse the vulnerability of branching by using
a fault tree; all possible actions are organised as an event tree. 

Network analysis. The first step to make the vulnerability
analysis is the mapping (identification) of a system being assessed.
This step will also help us to search for individual nodal points
and their interactions. 

3.2 Fault Tree Analysis.

A fault tree contains vulnerabilities, and it is possible to model
how single elements interact and create an error or fault. The root

of the tree is there at the top of the tree and represents the whole
zone or its main part, and the “leaves” of the tree represent partial
threats endangering the zone. In the course of solving the fault
tree we use logic and probability to estimate the occurrence (origin)
of faults in the system. The outcome of fault tree analysis is a list
of element vulnerabilities with the expression of probability of
origin. In the following figure, an example of fault tree analysis is
given.

3.3 Event Tree Analysis 

We shall use the outcomes of fault tree analysis as input infor-
mation for an event tree analysis. The tree of events is a list of all
possible events and their combinations leading to faults. Event
trees are binary trees, we consider yes/no. Each error may occur
only once. The “root” of the event tree is there at the top of the
tree and “leaves” are there in the lower part of the tree. The leaves
represent all possible actions that may occur, including faults. The

R E V I E W

Fig. 3 A n example of fault tree analysis
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Fig. 4 A n example of event tree analysis

Fig. 5 Vulnerability analysis process
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outcome of the event tree is a list of errors (vulnerability) and the
probability of their occurrences expressed as the probability of
error in a histogram. In the following figure an example of event
tree is illustrated. 

3.4 Matrix Analysis

The number of events listed in the event tree will become the
number of potential errors. A matrix analysis can also work on the
binary level or, in a more modern conception, each event can be
described by more parameters, and thus we shall obtain a rather
strong tool with which we are able, among other matters, to deter-
mine the severity of faults.

Diagrammatically the described system of analyses can be
illustrated as shown e.g. in a figure given below.

4. Conclusion

Searching for an approach to the assessment of risks of criti-
cal infrastructure elements is at its very beginning. At present, we
do not know any method being used by anybody with satisfactory
results. The approach described in this contribution is a possible
approach, but certainly not a single existing approach. We suppose
that the final result of our research and search for a suitable model
could be a knowledge-based system that would furnish the user with
required information on critical infrastructure security require-
ments. 

This article was written for the project no. VD20062008A04
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1. Introduction

In each period of time and in different areas of human activi-
ties we ask ourselves a question how to further continue in techni-
cal, economic and cultural, or in other development of the society.
With our own approach to this question we define our personality
to the presented questions in the given sphere, and with our reac-
tion to the question “how to continue” we join working groups
that strengthen or weaken the development of human activity. 

In a given moment the society always finds itself in a stage
that corresponds to a certain degree of scientific knowledge and
a level of technical support in the given field. By virtue of its leg-
islative frame it forms larger or smaller possibilities for further
development of this knowledge, and as such it forms and shifts
itself among the technical elite or vice versa. This process, being
permanent and unchangeable whether we like it or not, is also
demanding, time consuming and tiring. The further development
of industrial production is not possible without a continuously new,
modern technical support which shifts the human activity onto
a continuously higher level of performance, productivity, econom-
ics etc. 

This trend sharply collides with human nature; person’s feel-
ings and needs mostly require satisfaction, security, peace and
well-being. The new period of civilized development must bring
the harmony between requirements of people and technical devel-
opment. A systematic development is not possible without a scien-
tific approach completed with manpower and its high qualification
supported by a meaningful research activity. 

This approach, ensured through an amount of current infor-
mation on theoretical and practical basis, must be continuously
kept and developed. This continuous development of knowledge
and development of industrial production is even connected with
such fields as occupational safety during the production process

in every sphere of economics. Even in such fields as safety, namely
industrial safety, the impacts of technical development can be seen.
Just as the technologies are permanently being modernized, also
the safety systems and equipment work on the principle of a still
higher level of automation. 

The safety level in the sphere of documentation, training and
publication activities also depends on the entire scientific-research
work in this sphere.

How to assess the safety level in industry, namely in the spe-
cialization of explosion protection, on a higher level from techni-
cal, organizational and economic points of view?

One of the views how to achieve this target is to define the
ways of achieving the sub-targets and also the targets as a whole. 

It is important to realize the successive way of achieving indi-
vidual results with a precise definition of the final solution.

At the same time, accepting the individually achieved goals as
a continuous and never ending creative activity. 

This approach can get us to the front position in a certain
field in the form of winning the needed information, an amount
of credible details concerning the given questions, current state of
knowledge, and individual approach of every person in the scien-
tific or research work, increasing the level of technical solution of
the questions. Subsequently, through an interconnection of these
individual approaches with a group revision and discussion to
form the final complete solution from all viewpoints, ensuring
a continuous development of the given field. 

This approach leads to an implicit viable solution which is
essential to be immediately put in praxis for verification and to
draw the feedback about its functionality.
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2. Assessment of industrial plant from the 
viewpoint of explosion protection

For the sphere of industrial safety with specialization in the
explosion prevention the above mentioned can be made concrete
into the following recommended working procedure enabling
a complex solution.

On the basis of the present knowledge in the field of explo-
sion prevention we can define the subsequent steps leading to
ensuring the safety operation.

2.1. Define the industrial plant - technology, production and oper-
ational requirements [2]

2.2. Define the matters accompanying the technological process
[3, 4]

2.3. Define the working procedures during a production process
and risks assessment [9]
2.4. Perform the Explosion Protection Documentation [1]

2.5. Take over impulses from the practical solution for testing and
development [5, 6, 7]

2.6. Examine the causes and reasons for new solutions [8]

2.1 Define the industrial plant – technology, 
production and operational requirements

Production lines and production plants reflect, during their
formation, requirements of the manufacturer and they are solved
by means of project documentation for the subsequent implemen-
tation of a particular plant on a production of the final product.
Already in the stage of the project preparation it is necessary to
deal with safety questions in the moment when manufactured
material is a flammable substance which can form an explosive
atmosphere. In such a case it is necessary to consider the explosion
prevention. The project organizations must, in accordance with the
valid legislation and in cooperation with professional workplaces,
define conditions for a safety operation. These conditions refer
even to such situations when it comes to changes in technology or
its parts, or to changes in the used materials. This activity must be
solved through a project change or project modification and the
current state must be declared while commissioning. 

After this solution we go out from the following initial basis:
– requirements of the technology operator
– technological scheme and production description
– current or created design and technical documentation,
– operational and safety regulation
– detailed data sheets of technology parts
– or data about selected technical parameters. 

2.2 Define the matters accompanying the 
technological process

Materials entering the production process, going through the
production process and forming final products including waste

material must be subjected to a proper analysis and their fire-
technical characteristics must be determined. These characteris-
tics further serve as a basis for determining the outside influences
according to ČSN inside and outside the technological devices [3]
(being applied in the Czech Republic). For quality assessment of
materials accompanying the production it is necessary to work
with the safety sheets of the assessed matters. The selected para-
meters are essential for the performance of explosion measures in
particular production conditions. 

Among the main parameters belong mainly [2]:
– grain size composition of a substance,
– flash, ignition, or glow temperature,
– lower explosibility limit
– maximum explosion pressure, 
– pressure increase rate,
– explosibility constant, 
– oxygen content limit,
– minimum initiation energy,
– or other parameters according to a concrete assignment.

These characteristics and explosion parameters of substances
are part of the created documentation and are documented by
provable protocols about their determination. It is appropriate to
determine these parameters on the basis of particular tests on
a professional workplace so that the values which are further being
worked with would have a credible value and would correspond to
the current state in the particular plant.

2.3 Define working procedures during a production 
process and risks assessment

Definitions of working procedures in production technologi-
cal sheets or production plans are necessary for the operator for
a safe planning of activities of the production, maintenance, pos-
sibly repairs. A detailed analysis of individual steps during the
starting of technology, the production process itself, technology
shut down, maintenance procedure, check, revision or repairs of
individual parts or of the whole technology must be properly
assessed so that such organizational measures could be taken, or
completed with technical solutions so that the enforced technol-
ogy could be defined as safe. According to the legal regulation the
employer is obliged to create conditions for a safe and healthy
environment by means of a suitable organization of safety and
operational health protection and by means of taking measures
for risks prevention. Risks prevention means all measures result-
ing from legal and other regulations ensuring the safety and oper-
ational health protection and with measures taken by an employer
aiming at prevention of risks, their removal or at minimizing the
incidence of irremovable risks. In the production process, on the
basis of the knowledge of concrete conditions, it is the duty of the
employer to search for the risks, to investigate their causes and
sources, and to take measures for their removal. When applying
the principles of risks prevention or for ensuring the explosion
protection, the employer takes the technical and organizational
measures, in accordance with legal regulations, adequate to the
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nature of the plant in accordance with the principles applied accord-
ing to the type of particular activity, in the following order: 
– preventing creation of explosive atmosphere,
– preventing initiation of explosive atmosphere, 
– decreasing harmful explosion effects so that health and safety

of employees would be ensured

Defining and evaluating particular activities in the production
process must always be concrete and it is not possible to general-
ize them. After taking the technical and organizational measures,
at minimum these three activities must follow:
– area classification to areas with explosion danger and to areas

without explosion danger,
– indication of places with explosion danger with safety labels,
– creation of a written Explosion Protection Documentation and

its administration corresponding to the current situation.

With this approach the operator is able to ensure a workable
and safe production process with clearly defined requirements for
performing operational activities of individual employees in all
production parts. 

2.4 Perform the Explosion Protection Documentation

With the knowledge of the previous points it is possible to
come to creation of the complete explosion prevention proposal
of a given plant and to create an up-to-date Explosion Protection
Documentation according to Directive 1999/92/EC of the Euro-
pean Parliament and of the Council on minimum requirements
for improving the safety and health protection of workers poten-
tially at risk from explosive atmospheres. [1].

The Explosion Protection Documentation must contain, at
minimum, the following parts of a complex assessment:
a) analysis of used substances occurring in the assessed plants,
b) risk analysis of individual assessed plants and devices – tech-

nology and device analysis in the period of starting, shut down,
normal operation and expected failures,

c) environment proposal – resulting from the risk analysis,
d) defining the concrete initiation sources,
e) proposal on particular technical measures, 
f) proposal of particular organizational measures,
g) coordination duties,
h) administration of documentation and indication of dangerous

areas,
i) inspection, checks and trainings.

The operator or by the company authorized person must ensure
the updating of this documentation in such a way that a continu-
ous objectiveness should be ensured.

For ensuring the objectiveness it is necessary to perform an
update always when:
� it comes to a change or modification of technology and to instal-

lation of new equipment and components,
� it comes to a change of used or elaborated substances,

� it comes to a change of operational procedures etc.

Each company or its manager as well as Occupational Safety
and Health and Fire Prevention workers must process the outputs
and conclusions of the Explosion Protection Documentation –
technical and organizational measures into internal guidelines,
directives, regulations, working procedures, and rules.

The staff of the given plants must be informed about the content
of the Explosion Protection Documentation both in a written and
oral form. Internal documents must be completed or edited in
case of revision of the Explosion Protection Documentation.

2.5 Take over impulses from the practical solution 
for testing and development

Providing that we want to keep the time with the developing
engineering in industrial production it is necessary to assess the
setting of particular elements or to evaluate the current ways of
explosion prevention. To solve possible shortcomings or require-
ments of the production process through verification of new para-
meters, through defining modified constructions or an entirely
new conception. These solutions should be subjected to a devel-
opment process ending in verification tests for the confirmation
of hypotheses.

It is appropriate to confront the conclusions, achieved through
fulfillment of the above mentioned, with similar activities in the
field and to evaluate results of different technical solutions. Thus
flexibly react to the market needs and in the given period to ensure
a standard technical solution that conforms to all the required
parameters. 

2.6 Examine the causes and reasons for new solutions

The process running according to the previous points pro-
vokes many thoughts and questions. One of them can be the ques-
tion of safety versus economics, or complication for technological
production procedure and vice versa.

Here it is appropriate to subject such questions to a detailed
analysis and in cooperation with research and scientific workplaces
to search for correct answers. Thus an assignment for a research
task of a concrete form can be created and can join together the
power of production, construction, projection, development, and
research in one unit. At the end of the effort of such group can be,
and often is, a new solution or an entirely new product which
shifts the safety further again if it ensures all the required condi-
tions for production. 

3. Conclusion

Everything already mentioned has been basically known and
nothing extra new has been discovered here. This article provides
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a simple, comprehensive suggestion how to proceed in a system-
atic way during a continuous ensuring of explosion prevention in
industrial plants. It answers the question how to secure the safety
in plants with explosion danger and how to maintain this safety
during the whole operating life of production technology. It defines
that the aim of a new striving in explosion prevention is not one
solution, measure or protection element but a systematic approach
to the questions under a continuous development and solution.
Thus the goal of our action is a path guiding us through safe tech-
nologies while keeping the technical level of solution correspond-
ing to the stage of knowledge in the given field.

Experience shows that my conclusion is not entirely normally
used in praxis and in many cases it hardly gets into the common
subconscious of the production workers. Though, responses from
praxis prove that the topic of safety has become the topic of the
day today and it is becoming priority number one. The witness of
which is the modified legislative, constantly better approach of
the technical public and the awareness of the companies of these
questions. With quality control and enforceability of particular
requirements from responsible workers and in companies it is pos-
sible, in a foreseeable period, to achieve satisfactory results to
which conditions have already been created. 

R E V I E W
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Introduction

Nowadays, after well-known terrorist attack on New York
“Twins“ there is a grow of terrorist actions all over the world
mainly in connection with joining of Czech republic Army troops
in allied fights in Afghanistan and Iraq, technical security and pro-
tection of important objects, for example workplace of “Free
Europe“ in Wenceslas square or particular workplaces of our
embassies, mainly in the countries of the “third world“, grows with
great importance. Therefore it’s essential that specialists and pro-
fessional public as well as firms and ordinary citizens in our country
were familiar with the principles for necessary protection and
defence of these objects. 

1. General principles of object protection

Generally, technical protection can be mainly differentiated
into spatial direction (peripheral, facial, spatial and subject pro-
tection), the way of handover the warning (the systems with local
signalization, the autonomous systems, the systems with distant
signalization) and the level of protection of protected object [6]:

1.1 Object hazard levels

� Level 1 – low hazard – households, recreational objects
� Level 2 – low up to middle hazard – shops with casual stuff

(food, stationeries, ironmongeries, drug-stores,…), restaurants,
libraries, production objects and halls

� Level 3 – middle up to high hazard – shops (electronics, needs
for taking pictures, art subjects, antiques, chemicals...), museums,
archives, chemists, important information

� Level 4 – high hazard – banking and deposit institutions, weapon
and ammo shops, narcotic substances, state administration and
self-government buildings (courts, police buildings, buildings of
army – store rooms of weapons, ammunition, explosives ...),
government, senate, representation and embassy buildings.

1.2 Object protection categories

1.2.1 Peripheral protection is determined by the perimeter of the
object which mostly makes its cadastral border (fence). Instru-
ments of the peripheral protection signalize the disruption of
the object perimeter.

1.2.2 Facial protection is determined by the cover of the object
(building). Technical instruments of the facial protection sig-
nalize the disruption of the object cover.

1.2.3 Spatial protection is understood as the protection of rooms,
hallways and places inside the object. Technical instruments
signalize or embarrass the disturbing of this protected place.

1.2.4 Subject protection avoids “attacking” or manipulation with
the protected subject. There belong for example strongboxes,
strain-gauge or capacity sensors etc.

Systems with local signalization are used in case of low hazard.
Attacking the object is signalized by the electronic equipment by
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Fig. 1 Illustration of object hazard levels
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means of siren or light signalization which is placed directly inside
the object or its imminent entourage. Autonomous systems have
the signalization of electronic equipment loaded to the workplace
with a non-stop service, for example to the security service. Then,
the on duty worker reacts to the alarm signal either on his own or
he calls the support (preferably The Police of the Czech Repub-
lic).

In respect of the systems with remote signalization, in princi-
ple it concerns telephonic or wireless transmission of alarm signal
and alarm evaluation in the place with non-stop service with tech-
nical comfort (record of the event ancestry, graphic depiction of
attacked object), with the sequence to hitting the group of security
agency or to the action of The Police of the Czech Republic. 

1.2.5 Physical protection – it concerns the object protection made
by the security guards, members of the security service, police,
army etc.

1.2.6 Regime protection – it involves administratively-organising
disposals that have to focus on reservation of failure-free func-
tion of the whole safeguarding system (e. g. personal matters)
[6].

1.2.7 Object protection organization ways:

Defence of the important objects is, under ideal conditions,
usually organised in four areas. Border of peripheral protection is
often delimited only with warning signs or another kind of letter
of advice. The main sense of these disposals is to warn against the
random entry to the protected zone. In some cases, the border of
peripheral protection is made of the different mechanical barrier,
mostly a fence, mechanical function of which is often supplemented
by the technical devices that react to attempts to overcome or
damage the fence. The area behind this border is monitored through
the medium of different technical devices and sensors, eventually
of secret or vice-versa demonstrative lookout. The aim of moni-
toring is detection of the disturbers and well-timed warning of the
security guard. Territory is divided into several zones, where the
physical protection operates according to the given system. Members
of the guarding are equipped with the weapons and the tools which
correspond to the conditions and necessities of their service. Means
of facial protection are located on the outer walls of each building
and in respect of the important buildings they are combined with
the systems which monitor the entry. It concerns the components
for the case mechanical becoming stronger, supplemented with
the electronic components. The case is usually divided into several
zones to precisely directed crackdown of the service against the
disturber. Spatial protection protects individual places (rooms)
inside the building. Means of the spatial protection are located
only in the rooms where is the danger of attacking the low floors
of buildings or in the rooms where the values are put. In this place
means from all mentioned groups can be combined. Subject pro-
tection is concentrated on the only subject (strongbox, work of
art). There exists a range of objects where the similar scheme of
protection can’t be simply used, e. g. in public buildings, banks,
state administration buildings etc. In this case the protecting

system has to be built according to the requirements (e. g. periph-
eral protection is cut out) to be fully functional and concurrently
to secure the required level of protection. The ability to react
effectively to the attack if no warning information preceded, is the
important criterion of the object protection functionality. This
ability (protection system functionality) can be verified by the
model situations which demonstrate the real attack.

1.3 Example of possible security of objects [5]

1.3.1 Example

The security of the object at the fenced land that obviously
has the set aside outer border. The object is owned by the Min-
istry of Foreign A ffairs (it’s the embassy). This object is the enclave
in the foreign country. Under normal conditions it’s the object
where the public can’t enter, on the contrary, the object succumbs
to the special operating regime. The employees, who work in the
object, have to count mainly on themselves. For those reasons the
highest attention must be paid to the security of this object. 
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Fig. 2 The plan of object foundation (cellar)

Fig. 3 The plan of object ground floor.



66 � K O M U N I K Á C I E  /  C O M M U N I C A T I O N S    1 / 2 0 0 8

1st step lies in the thoroughgoing study of the real estate plans,
with emphasis on land border, location of the building foundation,
cellar places and the buried services. Then, all f loors of the object
must be perused. The same attention (which is paid to the study

R E V I E W

Fig. 4 The plan of object first f loor

Fig. 7 The plan of object roof III

Fig. 8 View of the object from the north side

Fig. 9 View of the object from the south side

Fig. 10 View of the object from the east side

Fig. 5. The plan of object roof I.

Fig. 6 The plan of object roof II
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of the foundation and cellars) must be paid to the roof and attic
places. On the basis of the plans it’s important to interpret carefully
the incorporation of the object into the terrain (unequal terrain,
entrances, outdoor swimming pools, growth, neighbouring lands
and objects, mainly the buildings overtopping the given object). 

2nd step – after careful study of all real estate plans and thor-
oughgoing incorporation of the object into the terrain, we are able
to determine exactly the peripheral, facial and spatial protection.
In this step, it’s decisive and principal to define mainly the periph-
eral and facial protection. It’s obvious that in case of this object
(with respect to its importance) we can’t be satisfied only with
caution lettering, possibly with the fencing as the mechanical
barrier. It’s important to gauge which special mechanical means to
use for the protection of the object, e. g. special barriers, razor
wire etc. Mechanical function of the fencing has to be strength-
ened by the technical means which will react to each attempt to
overcome or damage the fencing. In respect to this object it’s very
important, within the peripheral and facial protection, to avail
maximally the different classic and technical means, including the
monitoring with the assistance of cameras, sensors, possibly to use

the hidden or vice-versa the demonstrative observing. The aim of
these steps has to be the well-timed revelation of disturbers and
concurrently the instant warning the security guard. Facial protec-
tion will be divided into several zones where the physical guarding
will operate according to the given system. A ll steps have to keep
the attacker in certain zone so that the crackdown is efficient.
Members of the guarding can be equipped with the weapons and
the means which will correspond to the conditions and the neces-
sities of their service.

3rd step lies in the exact definition of spatial protection, it’s
necessary to determine which places will be protected and how. In
this case the means of all mentioned groups, thus classic, techni-
cal, physical and regime protection, must be combined. Function-
ality criterion of protecting this object will be the ability to react
effectively to attack of the object. It is therefore necessary to verify
the operation of this protection on model situations which
malinger the attack. In the case of the embassy or representation,
there can be used completely atypical means of protection – sacks
with sand, bullet-proof glass, armament store located usually in
the object cellar, ciphering apparatus supplemented with self-
destruction etc. To demarcate the circumference of spatial protec-
tion and determinate the most suitable way of securing, the plans
and profile of the object will help us. A ll critical places come out
well just on the profile: stairs, balconies, terraces, doors, windows,
garages, cellars, roof, buried services etc.

R E V I E W

Fig. 11 View of the object from the west side 

Fig. 13 Specification of the peripheral, facial and spatial protection

Fig. 14 Object profile

Fig. 12 View of the object roof 
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Conclusion:

In my brief article I tried to summarize and outline the most
important parts and principles of protection of significant objects,
such as “objects important for state protection – OISP” or “objects

of possible attack – OPA”, so that it could be a reliable guidepost
for professional and laical public who prepare security of impor-
tant objects. This article is neither exhausting nor detailed study,
but it’s only a survey of both theoretically and practically con-
firmed basic principles of protection of these objects.
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1. European Technology Platform on Industrial Safety

In the year 2004 the European Technology Platform on Indus-
trial Safety (ETPIS – Safety for Sustainable European Industry
Growth) was founded with a view to bring together professionals
concerned with these problems and influence future researches
into industrial safety. The Platform is divided into 5 Focus Groups
and 4 HUBs (see Fig. 1). The Platform claims 270 professionals
from 190 European organizations. The Platform has prepared the
Strategic Research Agenda that contains short, medium and long-

term objectives and priorities. More information is available at
www.industrialsafety-tp.org.

At Platform meetings, a requirement for the establishment of
industrial safety national platforms, which already operate, for
example, in Spain, France, Italy, Poland and other countries,
appears. The national platforms are of importance to close liaison
with the European Platform in the specification of research topics
to be addressed in the future. The Faculty of Safety Engineering
of VŠB-Technical University of Ostrava has undertaken the role of

CZECH TECHNOLOGY PLATFORM 
ON INDUSTRIAL SAFETY
CZECH TECHNOLOGY PLATFORM 
ON INDUSTRIAL SAFETY

Ales Bernatik – Katerna Sikorova *

At the beginning of June 2007 the Faculty of Safety Engineering founded the Czech Technology Platform on Industrial Safety
o.s. (CZ-TPIS). The 1st meeting of the General A ssembly launched the activity of this national platform in accordance with the already
operating European Technology Platform on Industrial Safety (ETPIS).
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Fig. 1 Operating ETPIS to defragment R&D



70 � K O M U N I K Á C I E  /  C O M M U N I C A T I O N S    1 / 2 0 0 8

R E V I E W

co-ordinator for the establishment of the Technological Platform
on Industrial Safety in the Czech Republic on the basis of its
membership of the European Technology Platform.

2. Czech Technology Platform on Industrial Safety

The Czech Technology Platform on Industrial Safety is a vol-
untary, independent community bringing its members together on
the basis of a common interest. Its mission is to provide support
to the organizations that promote development in industrial safety
in the Czech Republic, to identify jointly national interests in the
area of industrial safety, and to enforce uniformly these interests
at the European level. Any physical or legal entity wanting to
support the Platform and agreeing with the Statutes of CZ-TPIS
can become a member of the Platform.

The Platform is headed by the Executive Board composed of
representatives of research and scientific institutions, state author-
ities and universities, industries and other significant organizations.
The Focus Groups led by professionals in the areas concerned,
and established to co-ordinate specific priorities, with links to rel-
evant parties interested form the cornerstone. The Executive Board
of the Platform, which is an executive board of CZ-TPIS, carries
out the administrative control and organization of CZ-TPIS. Its
members are elected by the General Assembly from a number of
Platform members. The check and audit body of the Platform is
the Check Commission. The supreme body of CZ-TPIS is then
the General Assembly that is formed by all the members of the
Platform (see Fig. 2).

3. Conclusion

The objectives of the Czech Technology Platform on Indus-
trial Safety are to incorporate the Czech Republic into the ETPIS
main activities, to disseminate acquired knowledge and experience
in the Czech industries, and thus to achieve an increase in indus-
trial safety and competitiveness in the Czech Republic. The estab-
lishment of CZ-TPIS will thus make it possible to interconnect the
interests of industrial enterprises, research and scientific workplaces,
universities and others with the interests of state authorities. Another
objective of this community being founded is the more intensive
participation of Czech partners in projects of the European Union’s
Seventh Framework Programme and other national and interna-
tional projects, and in this way to contribute to the solving of issues
of industrial safety in the Czech Republic. More information can
be found at the web pages of the Platform at www.cztpis.cz.

Fig. 2 Organizational structure of CZ-TPIS
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1. Introduction

ZSR were founded on January 1, 1993 by a decision of the
Government of the Slovak Republic on establishment of a state
company following the split-up of the Czechoslovak Federal Repub-
lic and thusthe split-up of the Czech and Slovak State Infrastruc-
ture into two independent entities.

As of January 1, 2002 ZSR was further divided into two inde-
pendent entities according to the ZSR Transformation and Re-organ-
isation Project – into ZSR and Zelezničná spoločnost, a.s.

ZSR is an infrastructure manager – it provides transport ser-
vices as well as other related activities in the line with the state
transport policy and market demands. 

Since January 1, 2002 the main function of ZSR is as follows: 
– management and operation of railway infrastructure, 
– provision of operation-related services, 
– founding and operating of railway, telecommunication and wire-

less networks, 
– construction, regulation and maintenance of railway and funic-

ular infrastructure, 
– other business activities as recorded in the Commercial Register.

2. The starting points for strategy

The strategy of ZSR for the following decades is directed at
the improvement of business activities, modernization of the traffic
control system and infrastructure during the ongoing transforma-
tion so that the prescribed goals in the transformation and restruc-
turing project of ZSR can be fulfilled. The objectives of traffic
policy of the Slovak Republic for railway traffic have been estab-
lished until the year 2015.

The traffic policy of the European Union (EU) presented in the
White Book and subsequent legislative activities markedly support
railway transport. The first aim incorporates the aggregate of
targets and supporting measures for the increase of activities of
railway companies in today’s market conditions. The second labour-
law-oriented objective is the relationship between the state and
transport companies. Increase in railway traffic safety together
with interoperability are the pillars of the integrated European
railway system.

The external economic legal environment and internal condi-
tions of ZSR influence the following SWOT analysis:

The SWOT analysis for strategy Tab. 1 

THE MODEL OF SLOVAK RAILWAY STRATEGYTHE MODEL OF SLOVAK RAILWAY STRATEGY

Stefan Hittmar *

Rail transport plays a key role in transport services within a domestic and international scope. In the scope of social and economic
changes and the dynamically developing transport sector, it is the task of railways to analyse and programmatically prepare its manage-
ment. 

In the context of European and national traffic policy the strategy of Railways of the Slovak Republic (ZSR – Zeleznice Slovenskej
republiky) identifies the need for successful technological and company development in the coming decades.

This short paper of ZSR strategy contributes to better knowledge and a positive presentation of the direction of ZSR towards bodies
of state administration and partner organizations within a domestic and international scope.

Keywords: Strategic A nalysis, mission, vision, SWOT, priorities, main supporting process.
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Internal conditions

Strengths: 

The rail system of ZSR forms part
of EU development plans and
these activities are also included in
the financing of EU; part of the
network is included into European
transport corridors. Railway
transport contributes significantly
to transport safety and represents
the most environmentally friendly
transportation.

Weaknesses: 

High indebtedness; low flexibility;
falling behind in railroad moderni-
zation and low interoperability
mainly in railroad interconnection
tracks with EU states.

External conditions

Opportunities: 

The new structure of prices for indi-
vidual segments; change of organi-
zation, management and marketing;
expected increase of railway
transport capacity influenced by
the transport policy of the EU; the
access of new foreign investors in
the Slovak Republic are expected.

Threats: 

A decrease in the bulk transport
of substrates, competition of road
transport; competition of
neighbouring railway lines and
slow progression of ZSR railroad
infrastructure.
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Strategic vision for ZSR
To transform ZSR on the basis of its mission to be an effective

market oriented company, under the conditions of regulated eco-
nomic competition and European railroad integration with strong
orientation to the customer in the given geopolitical area.

Mission of ZSR 
To create an integrated offer of railroad infrastructure capac-

ities and services for the transport of persons and goods based on
the highest safety and effectiveness, reliability and environmental
acceptability. 

The main priorities of ZSR as the infrastructure manager include:
– trading activities focused on transport routes trading,
– process of transport organisation and management,
– modernisation of the infrastructure to support the ZSR’s com-

mercial orientation and efficiency,
– ongoing transformation of ZSR to a market-oriented entity in

the conditions of regulated economic competition.

3. Model of strategy for ZSR

On the basis of being performed an analysis, defining a vision
and mission of ZSR the strategy can follow. The basic model of
strategy is an alternative which consists of priorities and main
support processes, Fig. 1. 

Priority Nr. 1 – Business activity of ZSR 

The offer and sale of ZSR train paths 
The offer and sale of ZSR train paths increases the standard

of offered services, both on a material and technological base. ZSR
will provide high-quality delivery routes and prompt response to
market needs. ZSR will build up customer loyalty and an individ-
ual attitude to different market segments. Today, total number of
customers is 19.

Trade with energies
The reduction of total expenses in the purchase of power-pro-

ducing media, increased rate of profits from trade with energies by
the construction of a business-energy control station of ZSR and
the provision of high-quality services for customers in the areas of
energy supply. 

Property management
An active approach to property handling and working-out of

planning process for the prognostication of sale, demand and
property leasing.

The offer of telecommunication services
Aimed at individual organisation units is to operate the sales

of telecommunication services as an alternative telecommunica-
tion operator. 

Priority Nr. 2 – Organization and traffic control

Management of transport operation of the ZSR railway system
with the assistance of advanced railway technology will enable the
application of a new system for dispatcher’s control of ZSR trans-
port. The modernisation of railway lines will enable centralisation
of the operating staff of railway stations and the railway network,
which will lead to the centralisation of dispatcher control at the
corresponding corridor resulting in a reduction of mainly operat-
ing staff. 

ZSR will create technical and organizational conditions for
ensuring the customer‘s requirements in the activities of the infra-
structure manager, mainly regarding accuracy and quality. The imple-
mentation of the compensative system for caused delays between
carriers and the infrastructure management will mainly contribute
hereto.

In co-operation with carriers, ZSR will accentuate passenger
transportation the construction of train diagrams in order to
achieve travelling without long latency periods. The publication of
different forms of a railway guide will enable the travellers’ easy
access to information about the necessary train connections.

Within freight transportation ZSR will create conditions for
a stable GVD (train traffic diagram). In collaboration with carri-
ers and neighbouring countries, idle time at cross-border stations
will be reduced.

Activities of train formation (a network of formation yards)
will be adapted to the required capacity. ZSR will modernise these
formation yards appropriately.

ZSR will monitor the business performances of railway
private sidings and evaluate the efficiency of station yards during
the modernisation and reconstruction of the railroads. 

 

Priorit y Nr. 1

BUSINESS AC TIVITY 
OF Z SR 

Priorit y Nr. 4   

CO NTINUA TIO N   
OF Z SR TRANSFORMA TION

Priorit y Nr. 3  

MODER NIZATION
OF INFRA STRUCTUR E 

STRATEGIC VISION FOR ZSR 

Mai n suppo rt pro cess N r.1 

Organization  
of huma n sources  

development  

Priorit y Nr. 2

ORGA NIZA TION AN D 
TRAF FIC CONT ROL 

 

MISSION OF ZSR 

Mai n suppo rt pro cess N r.2 

The financial cove rage  
require ment  

of strategic obj ectives

Mai n suppo rt pro cess N r.3 

The fulfilment  
of the consolidation  

function  

Fig.: 1. The basic model of strategy
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Priority Nr. 3 – Modernisation of infrastructure to support
the business orientation and effectiveness of the company 

ZSR must accelerate the modernisation of railways included
in the Pan – European railways transport system IV; V; VI; these
railroads form part of the TEN transport network. The important
Bratislava railway junction within the framework of the Vienna –
Bratislava interconnection makes increasing demands on the trans-
port capacity of passenger and freight service. 

The new infrastructure has to be utilised so that the provision
of infrastructure services will also yield business growth for the
company.

Modernisation of the railway transport system for the speed
limit 160 km/h and the fulfilment of other parameters in AGC
and AGTC agreements arise from the need of ZSR to be interna-
tionally accepted. 

ZSR will implement: 
ERTMS – European Railway Traffic Management System in

accordance to the strategic EU/UIC technological
projects, 

ERTMS – European Railway Traffic Management System, 
ETCS – European Train Control System, 
GSM-R – Global System Mobil Railway,
GALILEO – ZSR will be connected to the railway satellite system

applications after corresponding analyses. 

The implementation strategies for these systems will be elab-
orated according to EU legislation. 

Priority Nr. 4 - Continuation of transportation a market-ori-
ented company under the conditions of regulated economic com-
petition and European railway integration

The changeover process of the control system and organiza-
tion belongs to one of the most important steps on the road to
a more effective transport company in the long-term transformation
process of ZSR. The definition of two regional directorates for the
management of railway transport and the division of infrastruc-
ture for railway maintenance will enable a decrease in the number of
workers and accurate economical breakdown of railway transport
costs. 

The legal form of ZSR as a state enterprise remains
unchanged in the long-term strategy horizon. 

The integration of ZSR into European structures, internation-
alisation of the railway transport market and creation of a Euro-
pean single railway system requires the membership of ZSR in
strategic associations like UIC, CER, OSŽD, G4 – Regional Cor-
poration, RailNetEurope and project ERIM TREND etc. 

The implementation of EU legislation (Technical specifica-
tions for interoperability) into the system of internal technical

norms of ZSR. This process is understood as harmonisation of the
legislature of the Slovak Republic in the field of the legal status of
ZSR as manager of the railway infrastructure on the level of EU
legislature. This means a change in the relationship between the
state and ZSR, provision of financial resources and the achieve-
ment of financial equilibrium and company stability. 

Priority support process Nr.1: Ensurance of human resources
development 

The objective of human resources strategy is preparation for
the competitive environment which requires system changes in the
organisational processes with the accent on: 
= changes in the behaviour of employees, 
= changes on the level of work specialisation, 
= increase in their professional level, 
= increased level of identification with the 
= company and with customer oriented policy. 

The target groups of human resources strategy: 
= managers; 
= other employees. 

The primary purpose of personnel strategy includes the fol-
lowing areas: 
= optimisation of human resources, 
= policy for workers who have been released from the company, 
= increase in competence and performance of the employees, 
= decrease in the average age of employees, 
= complex incorporation of knowledge taken from railway psy-

chology into railway development,
= implementation of the latest knowledge and experience taken

from modern personnel management; improvement of work
and social conditions of ZSR employees, 

= establishment of career development system and system of per-
sonnel reserves, 

= development of internal communication system, 
= improvement of managerial skills, 
= regulation of relations with trade union central offices, 
= preventive health care for selected groups of employees. 

Priority support process Nr.2: Financial ensurance for the
realisation of strategic objectives

The provision of financial resources is the basic condition for
the implementation of strategic objectives. The scope of possibili-
ties for procuring financial resources is limited: 
= legal status of ZSR and related legislation, 
= financial situation of ZSR, 
= political decisions of the government for financing ZSR. 

Financial ensuring of long-term strategic objectives of ZSR: 
= alternative financial model for the attainment of long-lasting

economisation of ZSR, 
= multi-source financing of long-term strategic projects, 
= transformation of financial relations between the state and ZSR

in accordance with the acquis communnautaire EU,
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= sufficient financial resources needed for the modernisation of
railway transport lines and technical equipment for other railway
lines. 

The financial model developed for strategy purposes analyses
several scenarios for the development of ZSR according to differ-
ent inputs and financial contribution from the state or the need to
draw credit.

Priority support process Nr.3: Rational fulfillment of the con-
solidating of ZSR

The success of fulfillment of consolidating function is depen-
dent on the reciprocal relationship between the state represented
by Ministry of Finance of SR, Ministry of Transport, Posts and
Telecommunications and ŽSR and fulfillment of costs purpose. 

Solution of fulfillment the consolidation function of ZSR is
based on decree of government. There are annually corrections
of control mechanism on base of economic result for sections:
economy, employment and social field.

The fulfillment of this objective is closely connected with the
continuation of transformation of financial relations between the
state and ZSR including the solution of the consolidating func-
tion. 

The basic prerequisite is high-quality financial management
of the company. Its basis was laid by the new organizational struc-
ture and within the gradual process of change founded on the
basis of a procedure- oriented company. 

This process include risks and unresolved problems: 

Political risks
– the accomplishment of the ZSR mission and ensuring the ful-

fillment of strategic objectives is significantly subject to politi-
cal decisions, concretized by the supportive measures of state
administration and legislation.

Economic risks
– risks resulting from the transformational process,
– risks from indeterminateness of macro-economic development

of the Slovak Republic,
– risks from liberalisation of the transport market and related

branches,
– financial strategy risks (financial and investment risks).

Unresolved problems in the internal organisation of ZSR include
– restructuring of ZSR,
– the management of ZSR in full extent from implementation of

strategy to the company, acceptation of strategy as the basis of
the company plan, updates on the basis of feedback. 

Connected risks of consolidation function of ZSR 
– ensuring balanced management,
– establishment of economic qualified costs,
– regulation system of payment for transport path and its impact

on ZSR economy results and state budget,
– completion of process capitalizing asset into ZSR basic capital,
– settlement of debts (principal + interest) from credits with state

guarantee,
– justifying with property resulting from transformation process

of ZSR.
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